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Reverse Engineering

* The process of taking a software program’s binary code and
recreating it so as to trace it back to the original source code



Reverse Engineering

* Purpose
* Find security flaws
e Test code compatibility
* Enhance new features without source
* Understand the design of malicious code



Tools for Reversing Mobile Apps

lldb/gdb e Debugging i0S/Android native code

Apktools / e Convert Android executable (DEX) to
Baksmali human-readable dalvik bytecode

e Combines debugger, disassembler
IDA Pro and decompiler

Etc.
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sub_1374072
sub_13740483
sub_137409E
sub_1374DB4
sub_1374DCA
sub_1374DED
sub_1374DF6
sub_1374E0C
sub_1374E22
sub_1374E33
sub_1374E4E
sub_1374E64
sub_1374ETA
sub_1374E90
sub_1374EAS
sub_1377FE2
sub_137837E
sub_13724B4
sub_1378CTC
sub_1378F64
sub_1378F90
sub_1379036
Fd sub 137ATFA
| sub_137B4

| sub_137BATE
| sub_137D17C
£ | sub_1330EB3
sub_1380EC2
sub_1380ECC
sub_1380EDG
sub_1380EEQ
sub_1380EFG
sub_1380F0C
sub_1380F22
sub_138181A
sub_138144C
sub_138146C
sub_1381F2A
sub_1381F62
£ sub_13282080
sub_1382732
| sub_1382B22
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Line 167606 of 23790

| text:B1374

text:@137A1FC

[ text:8137A1FE
| text:@137n202
|_text:8137A284
| text:0137A206
| text:8137A28E
| text:@137a210
| text:8137A214
| text:@137A218
| text:8137A220
| text:0137R222
| text:8137A226
| text:@137A22A
| text:8137A22E
| text:@137n230
| text:8137A232
| text:@137A234
| text:8137A236
| text:@137A238
| text:8137A23A
| text:@137A23E
| text:8137A242
| text:@137A244
| text:8137A246
| text:B@137A248
| text:8137A24A
| text:@137A24E
| text:8137Aa252
| text:@137A256
| text:8137A25E
| text:@137A260
| text:8137A262
| text:@137A26A
| text:8137A26C
| text:@137A26E
| text:8137a270
text:@137A272
text:B137A274
pxt 01370276

0137TR1FR U

var_18g

IDA View-A @ IE Hex View-1 Structures |__§j Enums B Imports @ Exports

| text:@137A1FA var_11C = —-8z11C

| text:@137A1FA var_ 118 = -Bz118 . . . . .
_text:B137a1FA var 114 - -=112 - Disassembling Baidu Mobile (iOS)
| text:@137A1FA var_ 118 = -8z118

| text:@137A1FA var_18B = -Bz18B

| text:@137A1TFA var_18A = -Bx18A

| text:@137A1FA var_189 = -Bz189

| text:@137A1FA = -@x1088

Assembly code

{R4,R7,LR}

R¥, SP, #4

SP, SP, #08x228

R2, SP, #8x22C+var_14C

R3, #8

R?, #{_ stack_chk _gquard_ptr - B8x137A212)
R?, PC ; _  stack_chk_guard_ptr
R?, [R?] ;  stack chk_guard
R9, [R?]

R12, #{ stack_chk_guard ptr - 8x137A224)
R12, PC ; __ stack_chk_guard_pty
R12, [R12] ;  stack _chk _gquard
R12, [R12]

R12, [SP.#0x22C+var_8]

R3, [SP,#8x22C+var_14C]

RA, [SP.#0x22C+var_174]

R@, R2

R2, [SP.#0x22C+var_174]

R1, [SP,#8x22C+var_178]

R1, R2

R9, [SP,#8x22C+var_17C]
j_objc_storeStrong 8

R@, SP, #8x22C+var_158

R1, #8

R1, [SP,#8x22C+var_158]

R1, [SP.#0x22C+var_178]
j__objc_storeStrong_8

RO, #0x1088 ; size t

j__malloc_#8

R1, #{ objc msgSend ptr - Ox137A262)
R1, PC ; _objc_msgSend_ptr

R1, [R1] ; imp objc msgSend
R2, #{selRef_length - Bx137A26E)
R2, PC ; selRef_length

RA, [SP,#08x22C+var_154]

R@, [SP.#0x22C+var_158]

R2, [R2] ; "length"

R1, [SP.#0x22C+var_188]

R1, R2

R2, [SP.#0x22C+var_188]
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Function name

[F] =ub_1374D30
[#] sub_1374D46
[#] =ub_1374D5C
[#] sub_1374D72
[#] sub_1374D8s
[#] sub_1374D3E
[#] sub_1374DB4
[#] sub_1374DCA
[#] sub_1374DED
[#] sub_1374DF6
[F] sub_1374E0C
[#] sub_1374E22
[#] sub_1374E38
[#] sub_1374E4E
[F] sub_1374E64
[F] sub_1374E74
[] sub_1374€90
[F] sub_1374E83
[#] sub_1377FE2
[#] sub_137837F
[#] sub_13784B4
[F] sub_1378C7C
[#] sub_1378F64

[#] sub_1379036
Fd ub 137A1FA
sub_137BA76
F] sub_137D17C
7] sub_1380EE2
F] sub_1380EC2
F] sub_1380ECC
sub_1380ED6
sub_1380EED
sub_1380EF6
sub_1380F0C
sub_1380F22
sub_1381814
sub_138144C
sub_1381A6C
sub_1381F24
sub_1381F63
sub_1382080
7] sub_1382782
[F] sub_1382822
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—el ATATR

]

0137R1FA 013TR1FA: sub 13TALFA

View-1 IE Structures L:%j Enums = Imports @ Exports

___text:®8137A1FA _11C = -@x11C
| text:@137A1FA 118 = -Bx118 . . . . .
_text:B137a1FA ug 11n - -=112 - Disassembling Baidu Mobile (iOS)
| text:@137A1FA 118 = -@x118
___text:®8137A1FA _18B = -@x108B
| text:@137A1FA _18a = -Bx18A
___text:®8137A1FA _1a9 = -Bx189
| text:@137A1FA 188 = -@x1088
___text:®8137A1FA 8 = -8
| text:@137A1FA
| text:®137A1FA PUSH {R4,R7,LR}

P ADD R¥, SP, #4
|_text:d H SUB.W SP, SP, #08x228
| text:@137a2082 ADD R2, SP, #8x22C+var_14C
| text:8137n204 HOUS R3, #8
| text:®137A2086 HOU R?, #{_ stack_chk _gquard_ptr - B8x137A212)
| text:8137A28E ADD R?, PC ; _  stack_chk_guard_ptr
| text:@137A218 LDR .Y R?, [R?] ;  stack chk_guard
| text:@8137a214 LDR.W R9, [R?]
| text:@137A218 HOU R12, #{ stack_chk_guard ptr - 8x137A224)
| text:8137A220 ADD R12, PC ; __ stack_chk_guard_pty
| text:@137p222 LDR .Y R12, [R12] ;  stack _chk _gquard
__text:8137A226 LDR.W R12, [R12]
| text:@137A22A STR.W R12, [SP.#0x22C+var_8]
__text:®137A22E STR R3, [SP,#8x22C+var_14C]
| text:@137A230 STR RA, [SP.#0x22C+var_174]
___text:8137A232 HoU R@, R2
| text:@137A234 LDR R2, [SP.#0x22C+var_174]
__text:8137A236 STR R1, [SP,#8x22C+var_178]
| text:@137A238 HOU R1, R2
___text:8137A23A STR.W R9, [SP,#8x22C+var_17C]
| text:@137A23E BLX.W j_objc_storeStrong 8
__text:8137A242 ADD R@, SP, #8x22C+var_158
| text:@137A244 HOUS R1, #8
__text:8137A246 STR R1, [SP,#8x22C+var_158]
| text:@137A248 LDR R1, [SP.#0x22C+var_178]
__text:@137A24n BLX.UW j__objc_storeStrong_8
| text:@137A24E HOUL RO, #0x100 ; size t
| text:8137Aa252 BLX.W j__malloc_#8
| text:@137A256 HOU R1, #{ objc msgSend ptr - Ox137A262)
| text:8137A25E ADD R1, PC ; _objc_msgSend_ptr
| text:@137A260 LDR R1, [R1] ; imp objc msgSend
___text:81370262 Hou R2, #{selRef_length - Bx137A26E)
| text:®137A26A ADD R2, PC ; selRef_length
___text:8137026C STR RA, [SP,#08x22C+var_154]
| text:@137A26E LDR R@, [SP.#0x22C+var_158]
| text:813702708 LDR R2, [R2] ; "length"
| text:@137A272 STR R1, [SP.#0x22C+var_188]
| text:81370274 Hou R1, R2
| text:@137A276 LDR R2, [SP.#0x22C+var_188]




Baidu mobile (version 9.30)
Function: sub_137A1FA

IDA View-A @ @ Hex View-1

|z|Func... O & x IE Structures Enums E Imports E: Exports
Function name ~ | text:@137A1FA var_11C = -@xz11C

— text:8137A1FA var_118 = -8x118

LA sub_1374D30 text:@137A1FA var 114 - —ox114

L£] sub_1374D46 | text:@137A1FA var 110 = -ox110

1] sub_1374D5C |_text:81237A1FA var_10B = —px108

LS| sub_1374D72 | text:@137A1FA var_18A = -8x10A

f| sub_1374D88 | text:p137A1FA var_ 189 = -px1@9

L7 | sub_1374D3E | text:@137A1FA var_108 = -px108

[F] sub_1374DB4 __text:@137A1FA var_8 = -8

[#] sub_1374DCA | text:@137A1FA

[#] sub_1374DE0 | text:@137A1FA PUSH {R4,R7,LR}

E sub_1374DF6 | text:@137A1FC AbD R7. SP, #4

(7] sub_1374€0C | text:@137A1FE SUB.Y SP, SP, #0x228

(7] sub_1374E22 __text:@137A262 ADD R2, SP, #0x22C+var_14C

(7] sub_1374€38 |_text:@137n284 HoUsS R3, #0

71 sub_1274E4E | text:8137A286 HOW R?, #{__ stack_chk_guard_ptr - 8x2137A212)
E sub_'|3?4E64 | text:8137A28E ADD R?, PC ; _  stack_chk_guard_ptr
Dogen | e Lon 4 B9: (R3] 5 —_stack_chk_guard
= - ext: . .

Lf| sub 1374890 text: 01270218 HOU R12, #{ _ stack chk_guard ptr — 0x137A224)
Lf| sub_1374EA8 [ text:0137a220 ADD R12, PC ; _ stack chk guard ptr
% 5“:—1::;;: | text:@137n222 LDR.W R12, [R12] : __ stack_chk_guard
| sub 137837 | text:@137A226 LDR .Y R12, [R12]

Lf ] sub_13784B4 __text:@137a22n STR.Y R12, [SP,#0x22C+var_8]

|£] sub_1378C7C | text:@137A22E STR R3, [SP,#0x22C+var 14C]

[#] sub_1378F64 |_text:@137n230 STR RO, [SP,#8x22C+var_174]

[#] sub_1378F20 | text:@137A232 HoY R@, R2

7] sub_1379036 | text:@137A234 LDR R2, [SP,#0x22C+var_174]

7 __text:8137A236 STR R1, [SP,H#0x22C+var_178]

|£] sub_137B4 | text:@137A0238 HOU R1, R2

(7] sub_1378ATs | text:@137A23n STR.Y RO, [SP,#0x22C+var_17C]

E sub_137D17C | text:@137A23E BLE.W j__objc_storeStrong_8

(7] sub_ 1320688 | text:@137A242 ADD RA, SP, #0x22C+var_150

7] sub_1380EC2 __text:@137A24Y HoUsS R1, #0

== | _text:@137A246 STR R1, [SP,#0x22C+var 1508]

LJ] sub_1380ECC | text:0137A248 LDR R1, [SP,#0x22C+var_178]

Lf] sub_1380ED6 text:o137A24A BLX .M i__objc_storeStrong_o

f| sub_1380EEQ | text:0137A24E HOUW RO, #0x100 ; size t

L£] sub_1380EF6 | text:8137a252 BLX.U j__malloc_®@

S| sub_1380F0C | text:@137A256 HOY R1, #{ objc_msqgSend ptr - Bx137A262)
Lf ] sub_1380F22 | text:p137A25E AbD R1, PC ; _objc_msgSend ptr

L7 sub_138181A | text:@137A268 LDR R1, [R1] ; _ imp_ objc_msgSend
[F] sub_1381A4C | text:@137A262 Hoy R2, H#{selRef_length - Bx137A26E)
[#] sub_1381A6C | text:@137A26R ADD R2, PC ; selRef_length

[7] sub_1331F24 | text:@137A26C STR RO, [SP,H#0x22C+var 154]

E sub_1381F68 | text:8137A26E LDR RA, [SP,#8:x22C+var_158]

(7] sub_1382080 |_text:@137A278 LDR R2, [R2] ; “length”

(7] sub_1382782 | text:@137A272 STR R1, [SP,#0x22C+var_180]

7] sub_1382822 | text:@137A274 Hoy R1, R2

[ P | text:@137A276 LDR R2, [SP,H#8x22C+var 188]

£

Line 167606 of 23790

0Ll3TALIFA 013TR1FA: sub 137AIFA

sub_1323090
sub_1323DA8
sub_1323E2
sub_13240E
sub_132418
sub_13242
sub_132560
sub_13254C
sub_1325B6
sub_132660
sub_13264A4
sub_1326B4
sub_1326BC
sub_1326C6
sub_1326D0
sub_1326EE2
sub_132727E
sub_13273B4
sub_1327B7C
sub_1327E64
sub_1327E90
sub_1327F36
sub_13290FA
sub_1324976
sub_132C07C
sub_132FDBE
sub_132FDC2
sub_132FDCC
sub_132FDD6
sub_132FDED
sub_132FDF6
sub_132FEOC
sub_132FE22
sub_133071A
sub_133084C
sub_133096C
sub_1330E2A
sub_1330E68
sub_1330F80
sub_1331682
sub_1331422
sub_133142C
sub_1331436
sub_133144C
sub_1331464
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Line 166700 of 239361

Baidu mobile (version 9.35)
Function: sub_13290FA

maviewA B[] Hexview-1

0132Z90FA 013250FA: sub 13Z90FA

Different version, different function name and address, but same code!

IE Structures Enums |§E| Imports E Exports
| text:B13298FA var_11C = —-8x11C
| text:@13290FA var_118 = —-8x118
| text:@13298FA var_11L4 = —-8x114
| text:B13298FA var_118 = —-8x118
| text:@13290FA var_18B = —8x18B
__text:B13298FA var_16A = —@x18A
| text:B13298FA var_169 = —8x189
| text:B13298FA var_188 = —@x188
| text:B@13290FA var_8 = -8
| text:B813298FA
| text:B13298FA PUSH {R4,R7,LR}
| text:-@13298FC ADD R7. 5P, #4
__text:B813298FE SUB.W 5P, SF, #8x228
| text:81329182 ADD R2, SP, #8=22C+var_14l
| text:o81329184 HOUS R3, #8
| text:81329186 Hou R?, #(__ stack_chk_guard_ptr - 8x1329112)
| text:0132918E ADD R9, PC ; stack_chk_quard_ptr
| text:B1329118 LDR.YW R?, [R?] ; _  stack_chk_guard
| text:-91329114 LDR .Y R?. [R?]
__text:-01329118 Hou R12, #(__ stack_chk_guard_ptr - 8x1329124)
| text:B1329128 ADD R12, PC ; _  stack_chk_guard_ptyr
| text:@1329122 LDR.Y R12, [R12] ; _  stack_chk_guard
| text:-B81329126 LDR .Y R12, [R12]
| text:m8132912n STR.W R12, [SP,H#0x22C+var_8]
| text:B132912E STR RE, [SP,#08:22C+var_14C]
| text:-81329138 STR RB, [SP,#88=22C+var_174]
__ text:-81329132 Hou RB, R2
| text:m81329134 LDR R2, [SP,#8222C+var_174]
| text:o81329136 STR R1, [SP,#8=22C+var_178]
| text:-91329138 Hou R1, R2
| text:8132913n STR.W R9, [SP,#8222C+var_17C]
| text:B132913E BLK.W j__objc_storeStrong_A@
| text:-81329142 ADD RB, SP, #8z22C+var_158
_ text:o81329144 HOUS R1, #8
| text:mB1329146 STR R1, [SP,#8222C+var_158]
| text:oB81329148 LDR R1, [SP,#8=22C+var_178]
| text:@132914nA BLX.W j__objc_storeStrong_8
| text:m8132914E Houw RB, #8x188 ; size t
| text:@1329152 BLX.W j__malloc_@
| text:B1329156 HOU R1, #{_objc_msgSend_ptr - 8x1329162)
__text:-0132915E ADD R1, PC ; _objc_msgSend_ptr
| text:-81329168 LDR R1, [R1] ; _ imp_ objc_msgSend
| text:oB81329162 Hou R2, #{selRef_length - 8x132916E)
| text:B8132916A ADD R2, PC ; selRef_length
| text:8132916C STR RB, [SP,#8222C+var_154]
| text:B132916E LDR RB, [SP,#08:22C+var_158]
| text:-81329178 LDR R2, [R2] : “length”
_ text:-81329172 STR R1, [SP,#8:22C+var_180]
| text:m81329174 Hou R1, R2
| text:oB1329176 LDR R2, [SP,#8=22C+var_188]



Picture Yourself as an Analyst

* You just identified a function of interest

 Questions:
* Have | seen an equivalent or similar function before?
e How can | find binaries that contain similar functions?



Security Applications of Code

Similarity Detection

dedCor

Patch analysis

novzi  edd, byte prr [eamez]
o byte pir [eds+edi], 1
mor edr, adr

ine adr

cmp [eax+3], d1

jbe short loc_ZF472

J._‘ [

10: 43
21450

MOWER
add
mov
MOWER
ine
cmp
b

chk=1050F1c

sbx, byta ptr [ean+z]
abw, edr

byte ptr [ebz+edi], 2
sbx, byta ptr [ean+d]
adr

edy, obr

shart Toc_2F45C

<

==

—

cmp byte ptr [eax+3], 1
jba short loc_ZF4AA

—1

|

E WinGraph32 - turbadiff - 1 - USBD_Vali g [S =2 IET WinGraph32 - rabodift S 2 USBD_ValidateExtendedConfiguration.. %
File View Zoom Move Help
& e ey ¢ el el & @ a MY ¢ DD w [
ciip add, ooH o 10 46 o
ja To 554 21460 chlk=7hdcal
\_l L cp byte pir [eax+1], 0Bh
0. 46 inz short 1oc_2F4B3
2446 chk=254cal
cnp byte ptr [eax+1], 0Bh 10 47
jnz short Toc_ZF47R 21473 chlk=511d0EZ
J'—I [ movze  edd, byta ptr [eaw+2]
T o oei1, [abp+F
P o o byte ptr [eds+esi], 1
Zfd4c: chk=TedbTa Hor asi, asi
inc oel

m

75.00% (43,-1116) 58 nodes, 690 edge segments, 15 crossings

T 1
10 43
21495 chk=2f42d964
(= abx, [ebp+F]
o byta ptr [ede+ebe], 2
movzn  eds, byte ptr [ean+3] [
inc osi
oy abx, 100h
cnp ez, eds
ib short loc_ZF487
52 j— S A—
3 4 [
75.00% (-243,-1171) 57 nodes, 707 edge segments, 19 crossings

“patch based exploit” generation

Software plagiarism detection




Existing Works / Tools

oLl e e e i L1 @ E.g., BinDiff, BinGrep, discovRe,
graph (CFG) extraction Genius, Gemini

Based on basic block
modeling

e E.g., BinHunt, Cop

ULRGRGEREGTEIGIA o E .o BinSim

Rely on Pin tool e E.g., BLEX, CryptHunt




Existing Works / Tools Limitations

Focus on control flow
graph (CFG) extraction

e Exclude obfuscated binaries

T Mol R -1 (oH o [s]« /@ * Theorem prover is computationally expensive.
modeling  Impractical for large code bases

SUGEGE ORI E 3 ¢« Emulator detection

Rely on Pin tool e Not for iOS




Example (Objective-C)

1. - (NSString *) :(NSString *)message {

2. if ([message length] == 0) {

3. return @"NULL";

4, }

5.

6. NSString *key = [self makeKey1];

7. NSString *encryptedMsg = [self xorWithString:key withMessage:message];
8.

9. NSLog(@"encryptl: %@", encryptedMsg);

10. return encryptedMsg;

11. }



Code Obfuscation

IDA

// UiewController - (id)encrypti:{id)

{
struct UiewController *u3; /7 rS@1
void =uh; /7 ra@Ei
int ws; // riE
void *v6; /7 ro@E2
int v7; // rBE2
int v8; // r6@E2
void *v9; f/ ro@E2
int v18; 7/ r5@2

u3d = self;

vl = (void =*)objc_retain{ad, a?);

if { objc_msgSend(v4, "length™) )

{
v = objc_msgSend(v3, "makeKey1);
v7 = objc_retainfutoreleasedReturnValue{vi);
vl = u7;
v9 = objc_msgSend(v3, "xorWithString:withMessage:', v7,
uv18 = objc_retainAutoreleasedReturnUalue{uv9};
HiLog(6602@, uvid);
objc_release{vs);

ul);

H

else .

¢ No Obfuscation
ull = 66004;
objc_retain(66804, v5);

H

objc_release{ul);

return {id)j_ objc_autoreleaseReturnValue{uif);

LLVM-
Obfuscator

id _ cdecl -[ViewController encrypti:]{struct UiewController =self, SEL a2,

id a3)

ecompiled code

1|4/ UiewController - {id)encrypti:{id)

2[id _ cdecl -[UiewController encrypti:]{struct UiewController =self, SEL a2, id a3)
3
4 int v3; /7 réE0

5| signed int vi4; /7 reEt

6 void =u5; /7 ro@Ey

7| int vé; S/ ruEhy

8 wvoid =u7; /7 roE4

9| int vi5; /7 r2Ei1y

18| signed int vi6; // ri@16

11| signed int wi7; 7/ r2@19

12| signed int w19; 7/ r2@26

13| signed int w22; 7/ r3E@28

14| dint v23; /7 roE28

15| signed int v24; /7 r2@30

16| struct UiewController *u26; // [5p+8h] [bp-2Gh]@1
17| id w27; /7 [sp+16h] [bp-25h]@1

18| void *v28; // [sp+14h] [bp-28h]@1

19| struct objc_object =w29; f/ [sp+18h] [bp-1Ch]@8

21| u26 = self;
22| w27 = a3;
23| objc_retain{a3, a2);

2n| u28 = objc_nmsgSend{jo27, “length");
25| uvh = -3@3701161;

26| while ( 1)

27| ¢

28 while ( 1)

29 {

39 while { vs > -383781182 )

ER {

32 if ( v > 1881881627 )

33 {

34 if { vi t= 1801001628 )
a5 {

36 if { vh 1= 28088731425 )
37 goto LABEL_41;

B u5 = objc_msgSend{v26, "makekey1™);

ufi = objc_retainAutoreleasedReturnVUalue{u5);

u7 = objc_msgSend{u26, “xorWithString:withMessage:
uv3 = objc_retainAutoreleasedReturnValue{u7};

SLog (49496, vi);

jc_release{vi);

goto LABEL_G;

H
objc_release{u27);
objc_autorelease(u29);
vy = -1698061380;

H
else if ( vh == -3837011681 )
{

vl = 2888731425 ;

if ( tuzs )

Obfuscation



Code Obfuscation

Original CFG

__\iewController_sncryptl _:
FUSH {R4-R7,LR}
ADD R7, 5P, #0-C
M RS, RO
M RO, RZ
BL¥ _objc_retain
MOV R4, RO
MOV RO, #0=10808
LDR: R1, [RO1; "length"
M RO, R4
BL¥ _objc_msgSend
B2 RO, Toc_BFTO
fal=z true
Moy RO, #0=10418
LDR R1, [RO]; "makekeyl"
MOV RO, RS
BL¥ _objc_megSend
MOV .
BLX _objc_retairfutorel sasedReturmia Jus
M RG, RO
MOV RO, #0=1041C
MOV RZ, RE
%ﬁ Eé . 'EED] 3 "morWithString iithMessage: Mo RS, #05101D4
MU R3. R v RO, RS
. BLE _objc_retain
BLX _objc_m=sg3erd
MOV R, BT
BL¥ _objc_retairfutorel sasedReturmialue
MOV F5, RO
MoV RO, #0<101E4
Moy R1, R5
BLX _MN3Log
MoV RO, RE
BL¥ _objc_releass
B Toc_BFTE
[
-
MW RO, R4
BLX _objo_release
MOV RO, R5
FOF W {R4-R7,LR}
B.W J__objoc_autoreleaseReturnialue

Obfuscator
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Problems

* What features are useful for semantic similarity comparison?
* How these features are captured on mobile platform?

e How to characterize a function with such features?



MobileFindr

On-device and Trace-based Similarity
Mapping Framework for iOS Apps




ldea

 What features are useful for semantic similarity comparison?
e dynamic behavior features

* How these features are captured on mobile platform?
* Dynamic instrumentation

* How to characterize a function with such features?
 Thread backtrace



Dynamic Behavior Features

We define the concept of "dynamic behavior features" broadly to
include any information that can be derived from observations made
during execution.



Dynamic Behavior Features

e System calls
e E.g., read, write, open, etc. (libsystem_kernel.dylib)

* Library calls
 Memset, memcpy, free. Etc (libSystem.B.dylib)
 objc_getClass, objc _getProtocol, etc. (libobjc.A.dylib)
* Etc.

* Framework API calls
* E.g., OpenGLES, CoreMedia, UIKit, etc.
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Preprocessing

* Binary extraction

e Extract app binaries
e Clutch 2.0

 Remove PIE (Position-independent

|

|

|

|

|
executable) App 1—»{  Preprocessing :—’addresses

—— — — — — — — — —

Static Analysis

Function
| :
e Armv7: offset 0x401a App 2_|.> _:_> Function
¢ 0x00 ->0x01 | | addresses

 Non-armv7(Arm64): offset 0x18
* 0x00 -> 0x01

* Re-sign the binary and copy it back
to app folder




Preprocessing

* Address extraction
* Implemented with IDAPython API

Static Analysis

App 1—>
App 2—1

Preprocessing

Binary Addresses
Extraction Extraction

—— — — — — — — — —

Function

addresses

I .
> Function

| addresses



Listing 1.1: Function Addresses

0xbTea ,0xb064 ,-[VideoSnakeViewlontroller

toggleRecording :]

Oxelcc ,0zeblc,-[VideoSnakeSessionManager

startRecording]
0x111d8 ,0x21128c ,-[MovieRecorder
Ox1161c ,0x116aB,-[MovieRecorder
0x11834 ,0x11980,-[MovieRecorder
0x11d48 ,0xllebc,-[MovieRecorder

initWithURL :]
delegate]
prepareToRecord]
finishRecording]

Listing 1.2: Library Addresses

0x1606c , __Block_copy
0x1607c,__Block_object_assign
0x1608c,__Block_object_dispose
0x1609c , __Unwind_S5jLj_Register
Ox160ac,__Unwind_SjLj_Resume

0x160bc, __Unwind_5jLj_Unregister




On-device Dynamic Analysis

* Dynamic
instrumentation

* Implemented with FRIDA
API:
https://www.frida.re/

e Hook functions

¢ InjeCt Javascript Function Dynamic
° Trace |0gging addresses Instrumentation

* Framework AP] Function
InVOcatIOnS addresses Trace Logging

* Library function
invocations ®

* System call
Invocations

* Thread backtrace



https://www.frida.re/

Listing 1.1: Function Addresses

0xbTea ,0xb064 ,-[VideoSnakeViewlontroller
toggleRecording :]

Oxelcc ,0zeblc,-[VideoSnakeSessionManager
startRecording]

0x111d8 ,0x1128c ,-[MovieRecorder initWithURL:]

Ox1161c 0x116aB -[MovieRecorder delegate]

0x11834,0x11980,-[MovieRecorder prepareToRecord]

0x11d48 ,0x1lebc,-[MovieRecorder finishRecording]

Listing 1.2: Library Addresses

O0x1606c , __Block_copy
0x1607c,__Block_object_assign
0x1608c,__Block_object_dispose

[ 0x1609c, __Unwind_SjLj_Register |
0x160ac,__Unwind_SjLj_Resume
0x160bc, __Unwind_SjLj_Unregister

Listing 1.3: Stack Backtrace: Address

0x1609c¢|,0x11892 |0xe498 ,0xb9%2e ,0xblba
O0x1621¢c ,0x118c0 ,0xe498 ,0xb92e ,0xblka
0x1620c ,0x118fc ,0xe498 ,0xblba




Listing 1.4: Stack Backtrace: Name

__Unwind_SjLj_Register ,-[MovieRecorder
prepareToRecord] ,-[VideoSnakeSessionManager
startRecording] ,-[VideoSnakeViewController
toggleRecording:],sub_B120

_dispatch_get_global_queue ,-[MovieRecorder
prepareToRecord] ,-[VideoSnakeSessionManager
startRecording] ,-[VideoSnakeViewController
toggleRecording:], sub_B120

_dispatch_async,-[MovieRecorder prepareToRecord],-I[
VideoSnakeSessionManager startRecording],-I[
VideoSnakeViewController toggleRecording:],
sub_B120




Feature Extraction

* Analyze the stack backtrace information
e Match the library calls/system calls/api calls to corresponding caller functions

Listing 1.5: Function Features

"name" : "-[MovieRecorder prepareToRecord]”,
"features" : [
[
"__Unwind_SjLj_Register",
" _dispatch_get_global_queue",
"_dispatch_async",
"__Block_object_assign",
"__Unwind_S5SjLj_Unregister"




Similarity Searching

 Calculate similarity score

e Edit distance: sim(fun_x, fun_y)
* E.g., reference function fun_x and target function fun_y



Evaluation

* Experiment Setup

* On-device analysis

e 32GB Apple Jailbroken iPad
* i0S8.3

* Feature extraction & similarity searching
* CPU: Intel Core i7-6700K Processor (8-core with 4.00 GHz)
64 GB memory
Ubuntu Linux 14.04 TLS
Python 2.7.12
IDA Pro 6.6



Evaluation

e Can MobileFindr detect similar functions in different versions of
same mobile apps?

e Can MobileFindr detect similar functions used by different mobile
apps

e Can MobileFindr be used for analyzing real-world mobile apps?



Ground Truth Dataset |

* 8 Open source iOS app samples:
https://developer.apple.com/library/content/navigation/

* Obfuscated by llvm-obfuscator 4.0
8 non-obfuscated vs 8 obfuscated version
e Select functions from non-obfuscated version as reference functions

* Keep Debug symbols
e ground truth through function names


https://developer.apple.com/library/content/navigation/

Comparative Results
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Evaluation

e Can MobileFindr detect similar functions in different versions of
same mobile apps?

e Can MobileFindr detect similar functions used by different mobile
apps

e Can MobileFindr be used for analyzing real-world mobile apps?



Ground Truth Dataset Il

* Top used third-part iOS framework
* AFNetworking 3.0

* 8 opensource projects from GitHub that use the framework above

* Three obfuscation options: (https://github.com/obfuscator-
llvm/obfuscator/wiki/Features)

e Control flow flattening (-fla)
 |nstruction substitution (-sub)
e Bogus control flow (-bcf)

* Result in 64 apps (56 obfuscated apps + 8 non-obfuscated)
* Debug symbols -> ground truth through function names



https://github.com/obfuscator-llvm/obfuscator/wiki/Features

Comparative Results

. Obfuscation Type Function Mapping Accuracy

1 NONE 09
0.8
2 -sub 07
> 0.6
3 -bcf % 05
< 0.4
4 -fla 03
0.2
e R ful Tl T
0
6 -SUb, -fla Top 3 Top 5 Top 10 Top 15
Top K Candidates
7  -bcf, -fla

B MobileFindr mBinGrep M Genius

8 -sub, -bcf, -fla



Evaluation

e Can MobileFindr detect similar functions in different versions of
same mobile apps?

e Can MobileFindr detect similar functions used by different mobile
apps

e Can MobileFindr be used for analyzing real-world mobile apps?



Analysis Real World Apps

* Collect top-ranked apps from iOS App Store
 Compare different versions of each apps
* E.g., baidu_v9.3 vs baidu v9.35

e Perform same action for each pair of apps to collect traces
* E.g., perform web searching with same keywords

* List top 10 similar function candidates
* Based on the similarity score



Analysis Real World Apps

Function Mapping Accuracy in Top 10
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Limitations & Discussions

* Path coverage issue
* Incomplete path coverage for dynamic analysis

* May use offloading mechanism for path exploration (presented by Malton,
USENIX 2017)

* Small function issue
* We only evaluate functions contain more than 5 basic block



Summary

* Designed a trace-based function similarity mapping system for mobile
apps

e Resilience to various anti-reverse engineering techniques

 Demonstrated the viability of our approach for multiple top-ranked
real-world iOS frameworks and apps
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