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« Extension

What i1s Chrome Extension

— Small software programs that can modify and

enhance the functionality of the Chrome browser.
— Written with web technologies, such as HTML,

Javascript, and CSS.
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« Components

Chrome Extension Architecture

— Background page
* Holds main logic
« Can include Javascript code

parent extension

background.html|

— Ul pages [

]

* Ordinary HTML pages
« display the extension’s Ul

— Content script

\

1 contentscript.)s

* Interact with user web page
« Javascript that executes in user’s page
« execute in a special environment




Chrome Extension Files

« Each extension has the following files:
— A manifest file

— One or more HTML files (unless the extension is a
theme)

— Optional: One or more JavaScript files
— Optional: Any other files your extension needs—for
example, image files
« Put all these files in one single folder while
developing

* The contents of the folder are packaged into a
special ZIP file when you distribute your
extension




Manifest File

Every extension has a JSON-formatted manifest file, named
manifest.json

Give information about the extension
— Important files / capabilities that the extension may use
— Permissions that extension needed

{

"name": "My Extension",
"version": "2.1",
"description”: "Gets information from Google.",
"icons": { "128": "icon_128.png" },
"background”: {

"persistent”: false,

"scripts": ["bg.]js"]
}s

"permissions”: ["http://*.google.com/", "https://*.google.com/"],
"browser_action": {
"default_title™: "™,
"default_icon": "icon_19.png",
"default _popup": "popup.html”
}
}



http://www.json.org/

Example-1

« Chrome Extension Architecture




Content Scripts-1

« Javascript files that run in the context of web pages

« Can read and modify Document Object Model (DOM) of the
loaded pages
— Provides a structured representation of the document

— Defines a way that the structure can be accessed from
programs

— The Document Object Model gives you access to all the
elements on a web page. Using JavaScript, you can create,
modify and remove elements in the page dynamically.

— DOM components form a tree of nodes

* Relationship: parent node — children nodes
* document is the root node

— Attributes of elements are accessible as text




DOM Tree

Document

Foot elerment;
<htrl=
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<IDOCTYPE html PUBLIC

<htm1l xmlns =

<?xml version = encoding = 7>

HTML element

head element

<head>

<title>DOM Tree Demonstratign</title>

</head>

. | body element
<body> H1 element
<h1>An XHTML Page</hl> 4//_

<p>This page contains some basic XHTML elements. We use the Firefox «——]
DOM Inspector and the IE Developer Toolbar to view the DOM tree
of the document, which contains a DOM node for every element 1in

the document.</p>
<p>Here's a list:</p>

title element

+«— p element

Demonstration of a document’s DOM tree

p element

<ul> <

<1i>0ne</11i>

1i element

1i element

<Ti>Two</Ti> <
<1i>Three</11i>
</ul>
</body>
</html>

<
<

1i element

ul element




Example-2

DOM Tree Demonstration
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Core Interfaces in DOM

document.getElementByld(id)

« document.getElementsByTagName(name)
« document.createElement(name)

« parentNode.appendChild(node)

« element.innerHTML

« element.setAttribute()

« element.getAttribute()
element.addEventListener()
window.onload()



https://developer.mozilla.org/en-US/docs/DOM/document.getElementById
https://developer.mozilla.org/en-US/docs/Web/API/Element.getElementsByTagName
https://developer.mozilla.org/en-US/docs/DOM/document.createElement
https://developer.mozilla.org/en-US/docs/DOM/Node.appendChild
https://developer.mozilla.org/en-US/docs/DOM/element.innerHTML
https://developer.mozilla.org/en-US/docs/DOM/element.setAttribute
https://developer.mozilla.org/en-US/docs/DOM/element.getAttribute
https://developer.mozilla.org/en-US/docs/DOM/element.addEventListener
https://developer.mozilla.org/en-US/docs/DOM/window.onload

Example-3

 DOM object operation




Content Scripts-2

« EXxecute in a special environment called isolated
world

— Have access to the DOM of hosting page
— No access to variables/functions created by the page

 Restricted to use limited Chrome.* APIs

« Use message passing to communicate with the
rest of the extension.




Example-4

« Extension demonstration
— Content script
— Backgroud script




Motivation

« Background
— Threat from malicious web sites that trick users

— Forensic analysis tools for web attacks, like phising,
clickjacking, are not sufficient

006 < source:

El (5] < source:Untitled (Q- Google

@ Omniweb Help 4 The Omni Group 4 Apple @ Mac OSX |7 Omni Products "¥? Yahoo! [R] spamweb SpamCop DNS DNSstuff
@ IronPort™ Threat Operations Center 4 RFCs \X/ Wiki-SPF @ Times xword 4 Telegraph xword |G| Google @ Forced matrix 8S

M
\
d eBay sent this message to burliss pierce (iroc92).
Your registered name Is included to show this message ted from eBay. Leam more
Question about Item -- Respond Now

eBay sent this message on behalf of an eBay member through My Messages. Responses sent using email will go to the eBay
member directly and will include your email address.

\_ @ www.lolomgz.a.gp/?_fb_noscript=1

W Facebook helps you connect and share with the people in your life.

Question from tribch ) Marketplace Safety Tip
tribeh( 2377 g ) Always remember to
msd::,'ea::ack. 39'.‘735 o complete your transactions
mber since: 14 it
Uity CT United States on eBay - it's the safer way PO - -
Registered on: wwiw.ebay.com to trade. TI‘"S Isa Ph'shl ng
Item: DELL Inspiron 9400 E1705 DUO 1.83 1GB 100GB GO 7800 256 (250001996470) s s . . Facebook Login
This message was sent while the listing was active. buy your itemgdirecﬂy through SGilIII. ThIS Web Slte 9
tribch is a potential buyer. email without winning the item -
Hello, Did you sell the laptop or someone has put a fraudulent listing? If you Res on eBay? If so, please help I00ks Ilke

Email: |
are still seller tell me the buy it now price. Thank you make the eBay marketplace .
’ g for by eorig o Facebook.com, but if -
nsactions may be unsafe & | "
and are against eBay policy. you n0te the web [keep melogged in
Learn more about trading

safely. Elddl‘eSS il’I lhe lhe anign up for Facebook
Is this email inay i u bI'OWSBI'S addl‘ess bill‘ Forgot your password?

is email i ppmpnage?
o ket i onmiamy b you can clearly see

reporting it.

1GB 100GB GO 7600 256 this is not Facebook.

1.dII?Viewltem&item=250001996470&sspa

Thank you,
eBay

7777772 English (US) Espafiol Portugués (Brasil) Francais (France) Deutsch Italiano 777777 72(77) 772 3

Details for item number: 25000199647/
Item title: DELL Inspiron 9400 E1705 DUO

Item URL: http://cgi.ebay.com/ws/e
gename=ADME:B:AAQ:Ui

End date: Tuesday, Jun 27, 2006

About - Advertising - Develop:

[ <7

"http:/ /www.signin-ebay-com-very.land.ru/eBay.html"




Mot

Clickjacking Attack

Cursor Spoofing Attack

* Hide Flash webcam permission dialog inside Ads, and abuse
pointer integrity
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Our Goal
* High Level Idea

— Take snapshot of Dom tree and Screen
area for Chrome browser

— Perform snapshot taking only for specific
events, eg. mouse click, keystroke

— Hook javascript event handler
* Feasibility
— Event-driven javascript
— DOM modifications by javascript code

« Solution
— Implement our idea with Chrome extension




r Thanks !
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