CSCI 6900
Computer Network
Attacks and Defenses

Lecture 2: Overview of research topics in
computer and network security (part A)
Instructor: Prof. Roberto Perdisci
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Fundamental Components

G0 D e e T e el ST
iy

» Confidentiality
» concealment/secrecy of information
- often achieved using cryptography
* Integrity
 trustworthiness of data or resources

- prevention: deny unauthorized changes
- detection: identify whether data has been changed

» Availability
* ability to use the desired
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iInformation or resource

N Availability
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Examples
eavesdropping
\/
man in the middle
‘

Alice

Attack on Confidentiality
Alice
Attack on Confidentiality

and/or Integrity
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Beyond CIA
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 Authentication
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» verification of someone's identity
* €.g. using password, priv/pub keys, biometrics

o Authorization

» checking if user is allowed to perform actions
« ACLs are a common authorization mechanism

* Non-repudiation
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Practices
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Security Policies
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» Definition of security policy
e a statement of what is a what is not allowed
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 partitions the states of a system into secure
states and non-secure or unauthorized states

» Definition of security mechanism

* method or procedure to enforce a policy
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 Secure system
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* a system that starts in a secure state and
cannot transition to an unauthorized state
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Other Terminology
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» Threat: possibility of an unauthorized
attempt to:

- access or manipulate information
- render a system unreliable or unusable

* Vulnerability. known or suspected flaw in
software or design that exposes to

— unauthorized disclosure of info
- system intrusion (ability to control system state)

» Attack: execution of a plan to carry out a
threat by exploiting a vulnerability
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Research in Computer Security
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* Most research on computer systems
focuses on how systems work

« features, performance, usability

 Research on computer systems security
puts a lot of focus on how systems fail

» what are the weaknesses?
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 how hard is it to exploit the vulnerabilities?
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 if we cannot compromise/own the system, can we
render it useless? |

 develop better defenses! SYSTEM FAILURE
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Ethical Disclosure
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e How do we disclose vulnerabilities in a
responsible way?
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* Controversial topic...

» Security by obscurity (no disclosure)
* Full disclosure
* Delayed disclosure
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Example Scenario
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vulnerab. POC ) patch  vulerab. exploit large-scale
discovered exploit Fix released published in the wild  attacks
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Research Topics

« Automatic vulnerability discovery and protection
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Malware

e Scareware

 \iruses
e Adware
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Wabware Serves
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Explont Server

Compromised or
Malicious Web Server
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Drive-by Downloads
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Direct remote exploits! |

| Infected external disk!

A friend just

sent you a birthday gift...

cake.exe

Other Infection Vectors

Social engineering attacks!
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Example of real exploit

source: websense.com Jailbreakme Site
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CharStrings
Stack Overflow

Vo gl BOER TD  E e B b

" e ol
et sl [l R NI Tl Rl e

e e L e T

N T TR | R
&
=

" - i |
L = COCE
il it _I..'\-._..':_:..-\T\_ e

I05urface Kernel _
Memory Exploitation '

. setuid(0) ftmp/install.dylib Cydia package

(7 (8)

i o

1. The brovwser downloads the pdf.

2. The CFF CharString payload inside PDF corrupts the stack and control goes to ROP shellcode,
3. After privilege escalation shellcode drops and loads “/tmp/installul.dylib” file. It executes
"iui_go™ function.

4. “ftmp/installuLdylib” downloads wad.bin from jailbreakme site.

5. Downloaded wad.bin is uncompressed to “/tmp/install.dylib” and Cydia package files.

6. It loads “ftmp/install.dylib” file and executes “do_install” function.

7. “ftmp/install.dylib” modifies the iPhone system files and configurations for jailbreaking.

8. “ftmp/finstall.dylib® unpacks and installs Cydia.
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The Scareware/FakeAV
Phenomenon

o }Jpera File Edit View Bookmarks Widgets Tools Window Help G O ™ B . = <) @1 8% Tuel2:lSPM A} Q
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) Windows Security u

[« ] (> (21 [ D) [#]) [ 5 [ hep://ktsoft.eu/hitin.php?affid=02949 v I coogle v)
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&) JavaScript

@.u.vrp' Control panel b System and security b Action center

<ktsoft.eu>

Control Panel Home :
; Review recent messages and resolve problems 0 Your computer remains infected by viruses! They
Change Action Center Settings can cause data loss and file damages and need to
Action Center has detected one or more issues for you to review be cured as soon as possible. Return to System

[/ Change UAC Settings — Security and download it secure to your PC

View archived messages Security . . -
| [l Stop executing scripts on this page -.:|'

View performance information

¢ Scan results

@ Windows has detected serious threats to your security

During the scan Windows Security has detected 159 threats to the security of vour PC. You must remove them
immediately in order to prevent vour private data from loss and damage.

"{al Wini2/Netsky.Q worm (18) Dangerous One of the most serious worms in 2009 |
i 54 SoapHoax Spyware (23) Dangerous Spyware module stealing your private data
B i Wini2/Bagle HE worm (158) Dangerous Worm infecting your private files
oates |
See also:
Backup and Restore \_

Windows Updste

Windows Program
Compatibility Troubleshooter

Windows highly recommends you to remove all dangerous threats. Staying unprotected may lead to unprecedented
consequences, including complete crash of your PC &nd operating system.
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source: shadowserver.org

Survey (Dec. 2009)

hundreds of millions of dollars.
source: CSI/FBI Computer Crime and Security

organizations amounts to
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How bad is the malware problem?
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Malware
Benign

AV industry in 1998
AV industry in 2008

AV scan

AVs are loosing the war
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packing/obfusction
engine

The Packing Problem
8§ 8

&=
analysis

Original
Malware Code

 Hide/obfuscate malware to avoid detection
* Impede malware reverse engineering and
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Turknojan C |I|-'r|r ¢4.0

[Qnline - 0] _

| English

|T|| ]

E ditor || Settlngs||b} About

. Order |F'n:urt |‘IEE|I33 ||g§‘§ Stark |

£ passwonds
&, AcCeszones
B remate desktop
i2d webcam streaming
W audio streaming
zettings manager
manage keyboard
= exira
i communication
manage filez
= Ccommands
3 zerver properties
28 zpgtem information
2 fun manager
= contact ug
lozal tools

TIJRK JAN

TURKOJAN

Copyright CigiCigi Online

1997 - 2008 All rights reserved.

Made in Turkey

DIY Malware

- DS - P [rours]

er Editor

—- Port Mo

Address | | example. no.ip.biz Conection Port : {15953
— Connection Delay - zer Mame
Delayl>  [zec. for connection Uzer Mame: | random

File Mame : | mztwain3z exe

~[] Copy server to PC e

—[w] Autostart server

Reaqisty Namg mstwain32

— Other sethings
el zerver when mwin

Copy with old file date
Dielete zuztern restore points
Restart when server iz

Connection 10

deneme

P &ddress

Computer Mame : 05 :
85.103.45170/1 92168159130 DEG-B54DASEREF2

in=F

Statusz : Paszzive I

- Running mode
> Help mode [vizible)
& Stealth mode [invizible)

~-[] Shaow Meszage

— lcan

‘ﬂ’ lcon Hunter

Select lcon

: ' | ‘ﬂ’ Cretault

Fack zerver via using WP v 3.02 [zmaller server]

| 0%

| bl Save




1 Day

1 Week

Recency of Malware Sample

1 Month

Source: Oberheide et al., USENIX Security 2008

Measuring AV accuracy
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Malware Research
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* Analysis
* Analysis of system and network events

A AP IR T
1 it i f

* Transparent event monitoring
* Universal unpacking
* Behavioral clustering and modeling ...

 Detection

» Detecting malicious system events
* Detecting malware generated-traffic

* Preventing infections (e.g., block drive-by
downloads) ...
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Botnets

A sl R gl BERE wgm Seel AWl D ol 10 W

 What is a botnet?

 group of malware-compromised machines (bots)
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e can be remotely controlled by an attacker through
a command and control (C&C) channel

* bots respond to the attaker (the botmaster)
commands in a coordinated way

_ P2P Botnet
Centralized Botnet ; <
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Typical Botnet Activities

Pl RO (- ST Tl i

e Send spam

A AP IR T

e Distributed Denial of Service Attacks
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* Phishing/Scam infrastructure
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e e.g., building Malicious Fast-Flux Networks
* |nformation stealing

» online banking info, identity theft
e Scanning/searching for new victims
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* Massive exploits
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* e.g., massive SQL injection attacks
* Breaking CAPTCHAs
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(in)famous botnets

e Storm  Different botnets are characterized by
differences in
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 Number of bots
 C&C architecture
* Propagation strategy

e Zeus

» \Waledac

i

« Bobax _ _
» Kernel/user-level infection

» Kraken
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 Main malicious activities
e Torpig/Sinowal

e Srizbi
e ASProx

» Koobface

» Preferred packing algorithms
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Bothet Research

» detection based on message-sending patterns

» C&C protocol reverse engineering
 DNS-based detection

» Botnet hijacking/infiltration

« Botnet measurements
 netflow-based detection

* Analysis
 Detection
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Logistics

&b 39

¢ o pt » Classroom changes: GSRC 208 (M), HH 101 (TR)
S g* * About paper reviews

* They are intended to be “mini” reviews
 The load is not as bad as it may sound

e Reminder

e Please send me an email with
- Name, PhD/MSc, year, advisor

— Email needed to send out last-minute announcements
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Choose 3 papers from the following list by 8/20
e http://www.cs.uga.edu/~perdisci/CSCI6900-F10/Paper_List.html

* Notice the website is now at www.cs.uga.edu/~perdisci/CSCI6900-F10/
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« Send me your choices via email. First come, first served!



http://www.cs.uga.edu/~perdisci/CSCI6900-F10/Paper_List.html
http://www.cs.uga.edu/~perdisci/
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Next Time

b

e Next Time
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« BotMiner: Clustering Analysis of Network Traffic for
Protocol- and Structure-Independent Botnet Detection
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 Read the paper (no review required)

 Monday 8/23

* Behavioral Clustering of HTTP-based Malware and
Signature Generation using Malicious Network Traces
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» Read the paper (no review required)
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