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ABSTRACT
Data races are a primary source of concurrency bugs in parallel
programs. Yet, debugging data races is not easy, even with a large
amount of data race detection tools. In particular, there still exists a
manually-intensive and time-consuming investigation process after
data races are reported by existing race detection tools. To address
this issue, we present OMPSanitizer in this paper. OMPSanitizer
employs a novel and semantic-aware impact analysis mechanism
to assess the potential impact of detected data races so that de-
velopers can focus on data races with a high probability to pro-
duce a harmful impact. This way, OMPSanitizer can remove the
heavy debugging burden of data races from developers and simul-
taneously enhance the debugging efficiency. We have implemented
OMPSanitizer based on the widely-used dynamic binary instrumen-
tation infrastructure, Intel Pin. Our evaluation results on a broad
range of OpenMP programs from the DataRaceBench benchmark
suite and an ECP Proxy application demonstrate that OMPSanitizer
can precisely report the impact of data races detected by exist-
ing race detectors, e.g., Helgrind and ThreadSanitizer. We believe
OMPSanitizer will provide a new perspective on automating the
debugging support for data races in OpenMP programs.
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• Software and its engineering → Software testing and de-
bugging; Parallel programming languages; Multithreading.
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1 INTRODUCTION
Parallel programming is notoriously difficult. Developers of parallel
programs not only need to find efficient ways to identify parallelism
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opportunities and properly map them to low-level parallel hardware
architectures, e.g., multi-core CPUs and GPUs, but also have to deal
with nondeterministic concurrency bugs, such as data races and
deadlocks. A previous study shows that it takes nearly 73 days
on average to fix a concurrency bug [9]. Therefore, developing
effective debugging tools is imperative to improve the programming
productivity and lower the barrier of parallel programming.

Directive-based parallel programming models, e.g., OpenMP [12]
and OpenACC [19], provide abstracted and portable compiler direc-
tives for developers to expose parallelism in sequential code. For
example, OpenMP allows a programmer to parallelize a for loop by
adding the simple “#pragma omp parallel for” directive before
the loop. This significantly reduces the difficulty of parallel pro-
gramming, as programmers can focus on the design of high-level
parallel structures without worrying about the low-level imple-
mentation details. With more promising features added to support
heterogeneous accelerators, e.g., GPUs and FPGAs, these program-
ming models are growing increasingly popular as a powerful way
to easily harness the power of parallel computing resources.

Unfortunately, however, developers still need to fight against
concurrency bugs even with these easy-to-use parallel program-
ming models. To give an example, it is quite easy to introduce a data
race bug to an OpenMP program if a loop-carried dependence is
overlooked when a loop is parallelized. Even worse, debugging such
concurrency bugs is rather difficult due to their inherent nondeter-
minism, i.e., only triggered under specific execution interleavings.
As a consequence, developers have to spend an enormous amount
of time and effort to find and fix concurrency bugs during the
development process.

As themajor source of concurrency bugs, data races have a strong
influence on the correctness, reliability, and portability of paral-
lel programs. Essentially, a data race happens when two memory
accesses from two different threads to a shared memory location
are not ordered by any synchronization and at least one of the two
accesses is a write. That is, the two accesses may exhibit different
execution results due to the lack of necessary synchronization to
determine their happens-before order. To facilitate the detection of
data races, a large amount of research effort has been devoted to
automatic data race detection [2, 3, 5, 6, 14, 18]. They typically em-
ploy a variety of static and dynamic program analysis techniques
to figure out whether memory accesses issued by different threads
may constitute data races. Notable data race detection tools include
Helgrind [20], ThreadSanitizer [17], ARCHER [1], and etc.

Though these data race detection tools greatly mitigate the de-
bugging effort of data races, developers still have to carefully inves-
tigate each data race reported by the detection tools. The reasons
for this are multifold. First, a detection tool may miss some implicit
synchronizations, e.g., user-defined adhoc synchronizations, and
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thus reports false alarms. That is to say, a reported data race is
probably not a true race. Second, a data race may be introduced
intentionally with the purpose of achieving desired efficiency and
scalability because of, for example, the high performance cost of
synchronizations. In other words, the data race is a real race but it
is benign rather than harmful. Third, even if a reported data race is
a true positive and harmful, developers still need to further analyze
the source code and execution traces of the program to understand
the unexpected results caused by the race and find out its root
cause so that the race can be fixed correctly. In short, there still
exists a manually-intensive and time-consuming investigation pro-
cess of data races after they are reported by existing detection tools.
Therefore, creating automated tools to assist developers during
this process is of paramount importance to reduce the debugging
burden from developers and enhance the debugging efficiency.

Some previous research work attempts to address this problem
partially by developing race analysis tools to classify benign and
harmful data races [11] or data races and data race bugs [7]. How-
ever, several fundamental limitations of these tools inevitably hin-
der their practicability when adopted in real-world environments.
First, they are tied closely to data race detection tools. Specifically,
these analysis tools rely on customized extensions to existing data
race detection tools to collect sufficient information during the race
detection process. For example, most of these analysis tools need to
precisely record and replay the execution interleaving of different
threads in which a data race is reported. Obviously, this is imprac-
tical because, to the best of our knowledge, most extensively-used
data race detection tools, e.g., Helgrind and ThreadSanitizer, do not
have such capability. Moreover, extending existing race detection
tools requires tremendous engineering effort and is not scalable
as developers may adopt new detection tools to find more races.
Second, a common assumption of these analysis tools is that an
execution difference caused by the reversed happens-before order
of the two memory accesses in a reported data race implies that
the race is harmful. Though on the surface this assumption is rea-
sonable, in-depth study shows that many benign data races can
also lead to various execution differences, e.g., double-checked lock-
ing [15]. Therefore, it is inaccurate to determine the impact of a
reported data race only based on the execution result. Last but not
least, these analysis tools typically only provide developers with
the analysis result of whether a reported race is worthy of further
investigation or not. There is no additional information for devel-
opers to continue the analysis. As a result, developers have to start
the manual analysis from the very beginning to collect necessary
information.

To address the above limitations and provide an effective debug-
ging tool for developers to analyze data races reported by existing
detection tools, this paper presents OMPSanitizer, which aims to
automatically analyze the impact of data races reported in OpenMP
programs. OMPSanitizer adopts a decoupled system design and
thus does not pose any requirement on existing data race detectors.
Hence, it can be seamlessly integrated with existing popular race de-
tectors, e.g., Helgrind and ThreadSanitizer, to assess the impact of
data races reported by them. Another key feature that significantly
distinguishes OMPSanitizer from existing race analysis tools is a
novel and semantic-aware impact assessment mechanism, which is
inspired by the following two observations.

(1) The happens-before order of the two shared memory ac-
cesses in a harmful data race can be reversed.

(2) The original and reversed happens-before orders of a harm-
ful data race can break program semantic integrity.

Hence, rather than heuristically checking the execution differ-
ences between the original and reversed happens-before orders,
OMPSanitizer conducts comprehensive program semantic analyses
to determine the potential impact of each reported data race. For
example, if a data race is concluded with the possibility to break
the atomicity semantic, OMPSanitizer will rank it with a higher
priority for manual investigation. Otherwise, the race will have a
lower priority if OMPSanitizer considers it as benign. Moreover,
OMPSanitizer provides detailed information about the analysis pro-
cess, e.g., the program code and execution interleaving correspond-
ing to the broken program semantic, so that developers can start
manual investigation with less time and effort.

OMPSanitizer takes as input two memory access instructions in
a data race and reports the potential impact of the race. In essence,
OMPSanitizer comprises three major steps. For each data race, it
firstly checks whether the reported happens-before order of the
two memory accesses in the race can be reversed, then collects
shared memory accesses relevant to the two accesses, and finally
examines whether the race may destroy the semantic integrity
between the two accesses and relevant accesses. More technical
details will be presented in Section 3. We have implemented a pro-
totype of OMPSanitizer based on Intel Pin [10], which is a dynamic
binary instrumentation infrastructure. Evaluation results on a set
of OpenMP programs from the DataRaceBench benchmark suite [8]
and an ECP Proxy application [4] demonstrate that OMPSanitizer
can correctly assess the impact of data races reported by existing
race detection tools, including Helgrind and ThreadSanitizer.

In summary, this paper makes the following contributions:

• We present OMPSanitizer, which is an effective impact ana-
lyzer of data races in OpenMP programs. It can be combined
with existing data race detection tools to further reduce from
developers the burden of debugging data races.

• Wepropose a novel and semantic-awaremechanism to assess
the potential impact of data races. The mechanism examines
the possibility of a data race to break the integrity of program
semantics through comprehensive program analyses.

• We implement a prototype of OMPSanitizer based on Intel
Pin. The prototype can work on executable binaries without
any requirement on program source code. We also overcome
several technical challenges during the implementation.

• We conduct extensive experiments to evaluate the effective-
ness of OMPSanitizer. The evaluation covers a broad range of
OpenMP programs, and the results show that OMPSanitizer
can successfully report the impact of detected data races.

The rest of this paper is organized as follows. Section 2 provides
the necessary background knowledge of data races and OpenMP.
Section 3 elaborates design details of OMPSanitizer. Section 4 de-
scribes our prototype implementation of OMPSanitizer. Section 5
shows experimental results. Section 6 discusses the potential lim-
itations of OMPSanitizer. Section 7 presents related work. And
Section 8 concludes the paper.
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1 #pragma omp parallel for

2 for (i = 0; i < n; i++)

3   A[i] += B[i] + C[i];

(a) A data-race-free parallel loop 

1 #pragma omp parallel for

2 for (i = 0; i < n; i++)

3   A[i] += A[i+1] + B[i];

(b) A parallel loop with a harmful race

Figure 1: OpenMP code examples w/ and w/o data race.

2 BACKGROUND AND MOTIVATION
In this section, we present the background knowledge about data
races and OpenMP, as well as motivate our research work.

2.1 Data Races
In general, accesses to variables shared between different threads
should be protected by synchronizations, e.g., mutex locks, to en-
force the happens-before orders of the accesses and guarantee the
atomic semantics. However, in practice, due to various reasons,
developers may forget to add the required synchronizations. As
a consequence, unprotected shared memory accesses may lead to
incorrect or unexpected execution results. Such unprotected shared
memory accesses are often called data races. Essentially, a data
race comprises two unprotected shared memory accesses issued
by two different threads and at least one of the two accesses is a
write operation. In the remainder of this paper, we use 𝑅𝑡 (𝑥) and
𝑊𝑡 (𝑥) to respectively denote a read and write operation issued by
thread 𝑡 to shared variable 𝑥 , and→ to represent the happens-before
relationship between two accesses. Hence, possible happens-before
orders of a data race include 𝑅𝑠 (𝑥) →𝑊𝑡 (𝑥),𝑊𝑠 (𝑥) → 𝑅𝑡 (𝑥) and
𝑊𝑠 (𝑥) →𝑊𝑡 (𝑥), where 𝑥 is the shared variable and 𝑠 and 𝑡 are two
different threads. Here, 𝑅𝑠 (𝑥) →𝑊𝑡 (𝑥) means that 𝑅𝑠 (𝑥) returns
the value of 𝑥 immediately before it is written by𝑊𝑡 (𝑥). Similarly,
𝑊𝑠 (𝑥) → 𝑅𝑡 (𝑥) means that 𝑅𝑡 (𝑥) returns the value of 𝑥 immedi-
ately after it is written by𝑊𝑠 (𝑥), and𝑊𝑠 (𝑥) →𝑊𝑡 (𝑥) means that
the value of 𝑥 written by𝑊𝑠 (𝑥) is overwritten by𝑊𝑡 (𝑥).

2.2 OpenMP
OpenMP is a directive-based parallel programming model. It allows
programmers to write high-level “#pragma” compiler directives to
exploit fine-grained parallelism in sequential code. This substan-
tially simplifies parallel programming as programmers do not need
to figure out how the parallelism in programs is mapped to low-
level hardware parallel architectures, e.g., multicore CPUs. Since
the version 4.0, OpenMP has been extended with the offloading
feature, which allows developers to use corresponding directives
to offload the execution of compute intensive parallel code regions
to heterogeneous hardware accelerators, such as GPUs. OpenMP
has received a considerable amount of attention and is becoming
one of the dominant parallel programming models of many high-
performance supercomputers.

Although OpenMP makes parallel programming much easier, it
is still programmers’ responsibility to identify the parallelism and
correctly express them using the directives. That is, if a programmer
fails to recognize data dependences between parallel code regions, a
concurrency bug, e.g., data race, will be introduced. Figure 1 shows
an example, where two for loops are parallelized in OpenMP. Here,

Figure 2: An OpenMP code example with false positive and
benign data races.

the directive “#pragma omp parallel for” informs the OpenMP
compiler and runtime that the iterations of the following for loop
can be parallellized freely. Since there is no data dependence be-
tween different iterations in the first loop, the parallelized loop is
data-race-free. But, the second loop has a loop-carried dependence,
i.e., A[i] and A[i+1]. Therefore, a data race will be resulted in if
this loop is simply parallelized using the same directive as the first
one. Besides, this data race is harmful, as it will lead to incorrect
execution results of A[i].

Motivation. Given the unexpected results caused by data races,
many data race detectors have been developed to achieve automatic
detection of data races. However, due to the lack of synchronization
and semantic information of the target OpenMP program, existing
race detectors may inevitably report false positive and/or benign
data races. Figure 2 shows such an example. As shown in the figure,
there are two shared variables, 𝑥 and 𝑦. After analyses, an existing
data race detector, e.g., Helgrind or ThreadSanitizer, will report
two data races for this example. That is, the two accesses to 𝑥 and 𝑦
are reported as data races, respectively. In fact, with further manual
investigation, we can conclude that the data race of the two accesses
to 𝑦 is a benign race, as it is used to implement a customized thread
synchronization. Furthermore, the data race of the two accesses to 𝑥
is a false positive, because their happens-before order is determined
by the synchronization implemented by 𝑦.

Therefore, once a data race in an OpenMP program is reported
by a race detector, developers often have to manually investigate
it to confirm that it is indeed a real and harmful race, as it is quite
common for race detectors to report false positives or benign races.
Since this investigation process is manually intensive and requires
developers’ domain knowledge of the OpenMP program, it typi-
cally lasts for quite a long time. As a result, debugging a data race,
even after it is reported by a data race detector, still requires signif-
icant engineering effort. OMPSanitizer aims at reducing the heavy
debugging burden of data races from developers and enhancing
the debugging efficiency by automatically analyzing the potential
impact of reported data races. This allows developers to debug data
races with much less manual effort. In next section, we will describe
the design details of OMPSanitizer.
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The current manual analysis process of data races puts a significant debugging burden on developers.

R → W
R → W
W → R

R: I1, I2, ...
W: I1’, I2’, ...

Figure 3: The high-level workflow of OMPSanitizer.

3 OMPSANITIZER
In this section, we first present an overview of how OMPSanitizer
works, and then elaborate the design details.

3.1 System Overview
OMPSanitizer works as an enhancement of existing data race detec-
tion techniques. Specifically, it takes as input a data race reported
in an OpenMP program by an existing race detector, e.g., Helgrind
or ThreadSanitizer, and analyzes the potential impact of the data
race. Based on the analysis result, OMPSanitizer categorizes the
data race into one of the following three classes: false positive, be-
nign, and harmful. In case the data race is harmful, OMPSanitizer
provides additional information for developers to facilitate further
manual analysis to find out the root cause of the bug. OMPSanitizer
is designed to be independent from current data race detectors and
also does not need any modification to the race detectors. Therefore,
developers can use OMPSanitizer with their favorite race detectors.
In addition, OMPSanitizer can also be integrated into existing race
detectors through the provided plugin mechanism to offer seam-
less user experience. Figure 3 shows the high-level workflow of
OMPSanitizer. As shown in the figure, the analysis in OMPSanitizer
involves three major steps. We next explain each step in detail.

For each input data race with two shared memory accesses, in-
dicated by two memory access instructions (i.e., 𝑅 and𝑊 in the
figure), OMPSanitizer firstly checks the happens-before orders of
the two accesses. The purpose of this step is to validate that the
happens-before order of the two accesses can be reversed. That is,
one of the two accesses issued by two different threads can both
happen before and after the other one. This step is necessary be-
cause a data race detector may miss user-defined synchronization
operations between the two accesses and thus mistakenly reports
them as a data race, as illustrated by the data race reported for
the accesses to the shared variable 𝑥 in Figure 2. If OMPSanitizer
concludes that the happens-before order of these two memory ac-
cesses cannot be reversed, it will report the input data race as a false
positive, which would provide a strong evidence for developers to
ignore this data race report.

After validating the happens-before orders, OMPSanitizer next
identifies memory access instructions that are relevant to the two
accesses in the reported data race. Relevant accesses of an access
𝐴 are defined as accesses that are conducted by the same thread
as 𝐴 and access the same memory location as 𝐴. The rational of
collecting relevant accesses is that these accesses may form seman-
tic connections with the accesses in the data race. For example, it
is typically expected that two contiguous reads in a thread from
the same shared memory location should return the same value.
By identifying relevant memory accesses, OMPSanitizer can infer

the potential semantic integrity of the accesses in the data race.
OMPSanitizer leverages this semantic integrity information to de-
termine the harmful impact of the data race through examining the
possibility for the race to break the semantic integrity.

The last step of OMPSanitizer is to analyze the potential harmful
impact of the input data race. To this end, OMPSanitizer firstly an-
alyzes whether it is possible for the data race to break the semantic
integrity inferred in the last step. OMPSanitizer achieves this by
testing specific execution interleavings of the involved memory
accesses. For example, suppose 𝑅𝑠 (𝑥) and𝑊𝑡 (𝑥) are two accesses of
the data race and 𝑅𝑠 (𝑥) and𝑊𝑠 (𝑥) are inferred to have the atomic
semantic. OMPSanitizer will test the following execution interleav-
ing: 𝑅𝑠 (𝑥) →𝑊𝑡 (𝑥) →𝑊𝑠 (𝑥), where the remote access𝑊𝑡 (𝑥) is
scheduled between the two local accesses. If such an execution inter-
leaving is possible, it means that the data race may break the atomic
semantic between the two accesses. OMPSanitizer finally tracks
the read operation to check whether the read memory value will
produce unexpected side effects through an online taint analysis.
This allows OMPSanitizer to more accurately determine the harm-
ful impact of the data race. Note that OMPSanitizer only considers
sides effects on externally visible results, e.g., program outputs or
persistent disk files, as variances in internal execution states are
not necessary to be harmful.

Now, let us use the example in Figure 2 to understand how
OMPSanitizer analyzes the two data races. First, for the data race of
𝑥 , OMPSanitizer will report it as a false positive. This is because the
happens-before order of the two accesses is always𝑊 (𝑥) → 𝑅(𝑥),
i.e., the read operation always return the value written by the write
operation due to the synchronization realized by 𝑦. Second, for the
data race of 𝑦, OMPSanitizer can observe both the happens-before
orders of 𝑅(𝑦) → 𝑊 (𝑦) and𝑊 (𝑦) → 𝑅(𝑦). For𝑊 (𝑦), there is
no relevant access, as it is the only access to 𝑦 in the thread. But
for 𝑅(𝑦), OMPSanitizer will find out that relevant accesses come
from the same memory access instruction because it is in the while
loop. However, further analyses show that the read value only
changes the iteration space of the loop and does not produce any
side effect on the final execution result of the program. Therefore,
OMPSanitizer reports the data race of 𝑦 as a benign data race. With
these information, it will be quite straightforward for developers
to conclude that these two data races can be ignored without too
much manual effort.

3.2 Validating Happens-Before Orders
The first step of OMPSanitizer is to validate the happens-before
order of a data race detected in an OpenMP program. Typically,
a data race is reported with two memory access instructions that
access the same shared memory location. Hence, OMPSanitizer
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starts from these two instructions to collect their happens-before
orders by testing the OpenMP program comprehensively. Specif-
ically, OMPSanitizer monitors the execution of the OpenMP pro-
gram and dynamically examines whether one access can happen
immediately before/after the other access. Note that OMPSanitizer
also ensures that in the collected happens-before orders, the two
instances of the two instructions access the same shared memory
location. Here, we assume the input of the OpenMP program is
available and the execution environment, such as the environment
variable OMP_NUM_THREADS, is not changed compared to the race
detection execution. We believe this assumption is reasonable and
practical as a typical usage scenario of OMPSanitizer is to analyze
data races after they are reported by a race detector on the same
machine as the detector.

3.2.1 ExploringMore Execution Interleavings. In general, when run-
ning an OpenMP program on a multicore processor, the execution
interleaving of different threads is not deterministic across different
executions. This depends not only on the inherent thread synchro-
nizations and scheduling policy specified by the program, but also
the implementation details of the OpenMP runtime. As a conse-
quence, it is very likely that a happens-before order does not show
up in a specific execution. To address this issue, OMPSanitizer inten-
tionally injects random interference into the executionwhen testing
an OpenMP program. This allows OMPSanitizer to explore more
possible execution interleavings and collect asmany happens-before
orders as possible. To this end, OMPSanitizer carefully selects ex-
ecution points to inject the interference. In particular, the points
should have the potential to maximize the possibility of expos-
ing more execution interleavings. Therefore, OMPSanitizer injects
execution interference for the following execution events.

• Shared Memory Accesses. In general, most thread com-
munications, including some user-defined synchronizations,
are implemented through shared memory accesses. By dis-
turbing the execution orders of shared memory accesses,
OMPSanitizer can change the execution interleaving and
experience more happens-before orders.

• Synchronization Library/System Calls. In addition to
shared memory accesses, OpenMP runtimes may refer to
low-level libraries, e.g., Pthreads, or system calls, to imple-
ment thread synchronizations. Hence, OMPSanitizer inter-
cepts such library/system calls to inject execution interfer-
ence for an enhanced testing coverage.

• Thread Creations. Depending on the scheduling policy, a
newly created thread may lag behind the threads created
earlier for the same parallel region, e.g., a parallelized for
loop, or vice versa. Thus, to explore more execution inter-
leavings, OMPSanitizer injects interference to parent/child
threads after the child threads are successfully created.

OMPSanitizer realizes the execution interference by delaying the
execution of the corresponding event with a random amount of time
in nanoseconds. Obviously, it is impractical to inject an interference
for every event, as an unacceptable performance overhead will be
introduced. Therefore, OMPSanitizer installs a random interval for
each type of events and injects the interference only when the end
of the interval is reached. For example, OMPSanitizer injects an
interference after a specific number of shared memory accesses

Rs(x)

Wt(x)

Unlock(L)

Lock(L)

Wt(x)

Lock(L)

Rs(x)

Unlock(L)

Figure 4: The happens-before order of the two shared mem-
ory accesses are dominated by the happens-before order of
the lock/unlock synchronization.

have been executed. Besides, OMPSanitizer updates the interval
each time after the interference is injected to increase the possibility
of infrequent execution interleavings.

3.2.2 Detecting Dominant Happens-Before Orders. After the above
testing step, OMPSanitizer is able to tell whether the happens-before
order of the two shared memory accesses in a reported data race can
be reversed. However, even with the fact that the happens-before
order can be reversed, it is still too early to conclude that the re-
ported data race is not a false alarm. The reason is that the two
accesses may be ordered by user-defined synchronizations, e.g.,
locks, which originally allow the happens-before order to be re-
versed. Therefore, OMPSanitizer needs to further check whether
there exists a synchronization to enforce the happens-before order
of the two accesses. This poses a great technical challenge on the
design of OMPSanitizer, as it assumes no prior knowledge about
the synchronizations of the target OpenMP program.

To address this challenge, a key insight of OMPSanitizer is that
if there is a synchronization between the two memory accesses,
the synchronization itself can also form a happens-before order.
More importantly, this happens-before order always dominates the
happens-before order of the two accesses. Figure 4 shows an ex-
ample. As shown in the left side of figure, the happens-before or-
der of the two shared memory accesses, i.e., 𝑅𝑠 (𝑥) →𝑊𝑡 (𝑥), can
be derived from the following happens-before orders: 𝑅𝑠 (𝑥) →
𝑈𝑛𝑙𝑜𝑐𝑘 (𝐿),𝑈𝑛𝐿𝑜𝑐𝑘 (𝐿) → 𝐿𝑜𝑐𝑘 (𝐿), and 𝐿𝑜𝑐𝑘 (𝐿) →𝑊𝑡 (𝑥), where
𝑅𝑠 (𝑥) → 𝑈𝑛𝑙𝑜𝑐𝑘 (𝐿) and 𝐿𝑜𝑐𝑘 (𝐿) → 𝑊𝑡 (𝑥) are obtained from
program orders. This is because happens-before orders are tran-
sitive. In this paper, if a happens-before order 𝐻1 can be derived
by another happens-before order 𝐻2 and program orders, we call
𝐻2 a dominant happens-before order of 𝐻1. For example, in Fig-
ure 4,𝑈𝑛𝐿𝑜𝑐𝑘 (𝐿) → 𝐿𝑜𝑐𝑘 (𝐿) is a dominant happens-before order
of 𝑅𝑠 (𝑥) → 𝑊𝑡 (𝑥). Therefore, the problem of checking the exis-
tence of synchronizations is transformed to detecting dominant
happens-before orders.

To this end, OMPSanitizer invents a novel window-based ap-
proach to detect dominant happens-before orders based on the
observation that a dominant happens-before order, if exists, is al-
ways formed before the corresponding happens-before order of
the two shared memory accesses in a reported data race. Specifi-
cally, OMPSanitizer collects all happens-before orders formed be-
tween two different threads during the execution window of the
two shared memory accesses in the reported data race. In addi-
tion to shared memory accesses, the happens-before orders col-
lected by OMPSanitizer also include happens-before orders of two
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Algorithm1:DetectingDominant Happens-Before Orders
Input: 𝑡ℎ𝑏 = 𝐴𝑠 → 𝐵𝑡 - The target happens-before order,

where 𝑠 and 𝑡 are two different threads
𝐻𝐵𝑆𝑒𝑡 - The set of happens-before orders formed
between 𝐴𝑠 and 𝐵𝑡

Output: 𝐷𝑆𝑒𝑡 - Detected dominant happens-before orders

1 𝐷𝑆𝑒𝑡 = ∅
2 for ℎ𝑏 = 𝐶𝑚 → 𝐷𝑛 ∈ 𝐻𝐵𝑆𝑒𝑡 do
3 if 𝑚 ≠ 𝑠 or 𝑇𝑖𝑚𝑒𝑆𝑡𝑎𝑚𝑝 (𝐶𝑚) ≤ 𝑇𝑖𝑚𝑒𝑆𝑡𝑎𝑚𝑝 (𝐴𝑠 ) then
4 continue
5 end
6 if 𝑛 == 𝑡 and𝑇𝑖𝑚𝑒𝑆𝑡𝑎𝑚𝑝 (𝐷𝑛) < 𝑇𝑖𝑚𝑒𝑆𝑡𝑎𝑚𝑝 (𝐵𝑡 ) then
7 𝐷𝑆𝑒𝑡 = 𝐷𝑆𝑒𝑡 ∪ {ℎ𝑏}
8 continue
9 end

10 𝐷𝑆𝑒𝑡 = 𝐷𝑆𝑒𝑡 ∪ Recursive_Detection (𝑡ℎ𝑏, ℎ𝑏, 𝐻𝐵𝑆𝑒𝑡 )
11 end
12 return 𝐷𝑆𝑒𝑡

system calls issued by different threads. This is because system
calls may also be used to implement thread synchronizations, e.g.,
futex_wait/wake(). It is worth pointing out that OMPSanitizer
does not distinguish user-defined synchronizations and synchro-
nizations implemented by OpenMP runtimes, such as OpenMP
critical and barrier constructs, as both of them can be captured
by OMPSanitizer uniformly through the detection of dominant
happens-before orders.

At the end of the execution window, OMPSanitizer attempts to
detect dominant happens-before orders. This is achieved by tra-
verse all collected happens-before orders. Algorithm 1 illustrates
the traversing process. The high-level idea is to examining the
threads and timestamps of each collected happens-before order to
see whether it is likely to be a dominant happens-before order. Note
that dominant happens-before orders may involve more than two
threads. For example, 𝐴𝑠 → 𝐵𝑡 may be dominated by 𝐶𝑠 → 𝐷𝑚

and 𝐸𝑚 → 𝐹𝑡 , where 𝑠 ,𝑚, 𝑡 are three different threads. Therefore,
Algorithm 1 recursively detects dominant happens-before orders
consisting of multiple happens-before orders (Line 10).

For every occurrence of a happens-before order of the two shared
memory accesses in a reported race, if a dominant happens-before
order can always be detected for it, OMPSanitizer will consider the
happens-before order is protected by a synchronization and classify
it as a false positive. Otherwise, OMPSanitizer will continue the
following analyses to determine its harmful impact.

3.3 Identifying Relevant Accesses
In this step, OMPSanitizer identifies relevant accesses for each ac-
cess of the two memory accesses in a reported data race. This is
inspired by the observation that harmful data races usually break
semantic integrity of code regions in an OpenMP program. By
identifying relevant accesses, OMPSanitizer can gather memory ac-
cesses that may have semantic connections with the accesses in the
data race and further check whether the data race has a potential
harmful impact on the semantic implication.
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Figure 5: The happens-before orders of unserializable par-
allel execution interleavings. In each case, the left two ac-
cesses are interleaved with the right access from a different
thread and thus their atomic semantic is not preserved.
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Figure 6: Bidirectional relevant access identification to find
potential unserializable interleavings caused by data races.

Intuitively, a parallel execution interleaving of a correct OpenMP
program should be serializable, which means the execution result
of the parallel interleaving is equivalent to the result of a sequential
execution of the program under the same input. However, due to the
existence of data races, the serializability of an OpenMP program
can be destroyed, leading to unexpected execution results. Figure 5
shows the happens-before orders of possible unserializable parallel
execution interleavings between two different threads. Here, we
assume the two memory accesses on the left side in each case
have the atomic semantic and thus need to be executed atomically.
Therefore, if any one of the left two memory accesses constitutes
a data race with the access on the right side, the atomic semantic
can be broken under the interleaving illustrated in the figure.

Figure 6(a) shows how OMPSanitizer identifies relevant accesses.
Specifically, for each access of the two memory accesses in the race,
e.g., 𝐴𝑠 (𝑥) in the figure, where 𝐴 is a read/write operation to 𝑥 ,
OMPSanitizer attempts to identify accesses in thread 𝑠 that also
access 𝑥 . OMPSanitizer mainly considers accesses that access the
same shared variable for relevant accesses, as these accesses have
a higher probability to form semantic connections in practice. De-
pending on the program order, a relevant access may happen before
or after 𝐴𝑠 (𝑥) in thread 𝑠 . Therefore, the identification of relevant
accesses in OMPSanitizer is bidirectional, as shown by the dotted ar-
rows in the figure. In particular, when amemory access in the race is
encountered in a thread during the execution, OMPSanitizer firstly
look back at the access history of this thread to find accesses to
the same shared variable. Then, after the execution of the memory
access, OMPSanitizer continues to monitor the following accesses
in this thread to collect future accesses to the shared variable. Addi-
tionally, if multiple relevant memory accesses are identified along
one direction, OMPSanitizer will focus on the one that is most close
to the access in the data race. The reason of this design choice is
that the closest one has the highest possibility to compose semantic
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implication with the access in the data race, compared to others on
this direction.

An example of the above identification process is shown in Fig-
ure 6(b). In this example,𝑊0 (𝑥) and 𝑅1 (𝑥) are the two shared mem-
ory accesses in the reported data race. For 𝑅1 (𝑥), OMPSanitizer
seeks to identify both relevant read and write accesses to 𝑥 be-
fore/after 𝑅1 (𝑥) in thread 1. This allows OMPSanitizer to further
check whether𝑊1 (𝑥) may break the potential atomic semantic
between 𝑅1 (𝑥) and the identified relevant accesses. In a similar
way, OMPSanitizer identifies relevant memory accesses for𝑊0 (𝑥)
in thread 0. But, as shown in the figure, OMPSanitizer only collects
relevant write accesses to 𝑥 before/after𝑊0 (𝑥). This is because,
even if there exists a relevant read access to 𝑥 in thread 0, 𝑅1 (𝑥)
will not break the potential atomic semantic between𝑊0 (𝑥) and
the read access, as demonstrated by Figure 5.

3.4 Analyzing Potential Harmful Impact
This section describes how OMPSanitizer analyzes the potential
harmful impact of the reported data races, based on the information
collected in previous steps.

OMPSanitizer firstly examines the possibility of the two mem-
ory accesses in the reported data race and the identified relevant
memory accesses to form an unserializable execution interleaving,
as shown in Figure 5, which is potentially harmful. OMPSanitizer
achieves this using a technique similar to the one used to vali-
date the happens-before order. For example, suppose 𝑅0 (𝑥) and
𝑊1 (𝑥) are two accesses in the reported data race and 𝑅′

0 (𝑥) is a
relevant access of 𝑅0 (𝑥) and happens after 𝑅0 (𝑥) in thread 0. To
check the possibility of the unserializable interleaving 𝑅0 (𝑥) →
𝑊1 (𝑥) → 𝑅′

0 (𝑥), OMPSanitizer individually checks each one of the
two happens-before orders 𝑅0 (𝑥) → 𝑊1 (𝑥) and𝑊1 (𝑥) → 𝑅′

0 (𝑥).
OMPSanitizer concludes that the unserializable interleaving is pos-
sible only if both of the two happens-before orders are confirmed
to be possible.

If the unserializable interleaving is possible, OMPSanitizer then
further checks the impact of the interleaving. This is done by online
tracking the read operation involved in the interleaving. Recall
that each unserializable interleaving in Figure 5 contains at least
one read operation. In fact, it is often the value obtained by this
read operation that propagates the impact of the data race to the
following execution. Therefore, OMPSanitizer employs a classical
dynamic taint analysis to check whether the read value, as well as
the following reads from the same shared memory location, will
affect externally visible execution results. Here, externally visible
execution results refer to results that can be observed by the external
world, e.g., results printed to standard output and results written to
persistent storage. OMPSanitizer ignores intermediate execution
results as it is quite common for OpenMP programs to have different
intermediate execution results due to the inherent nondeterministic
parallel execution interleavings. A reported data race is considered
as harmful if the taint analysis demonstrates that the read value
will affect externally visible execution results.

In case that no relevant access is identified for the two accesses
in the reported data race, OMPSanitizer still checks the impact of
the data race. If one of the two accesses in the race is a read opera-
tion, OMPSanitizer leverages the taint analysis described above to

analyze its affection on externally visible execution results. Other-
wise, if both of the two accesses are write operations, OMPSanitizer
will monitor the value written by the last write and check whether
it is read in the following execution and the read value is finally
propagated to externally visible execution results. In either case,
OMPSanitizer categorizes the reported data race as a harmful data
race if the externally visible execution results are tainted. Otherwise,
the reported data race is treated as a benign data race.

4 IMPLEMENTATION
We have implemented OMPSanitizer based on Intel Pin [10], which
is a popular dynamic binary instrumentation infrastructure and
has been widely used for whole program analyses, code profiling,
and program testing. OMPSanitizer is implemented as a Pin tool to
leverage the instrumentation facility provided by Pin. In this section,
we report the obstacles we encountered during the implementation
of OMPSanitizer as well as our solutions.

OMPSanitizer examines the address of a dynamically-executed
instruction to determine whether it is a memory access in the
reported data race. This poses the first challenge on our imple-
mentation, as the instruction addresses of an executable file may
be changed across different executions due to different mapping
addresses of position-independent code. To solve this issue, our
implementation uses the offset instead of the exact address of an in-
struction in an executable file to uniquely recognize it, as the offset
is fixed. The offset of an instruction can be calculated at runtime
by subtracting the loaded address of the file from the instruction
address. To obtain the loaded address of an executable file, We refer
to the maps file of an execution, e.g., /proc/16238/maps on Linux,
where 16238 is the process id of the execution.

Asmentioned before, OMPSanitizer is composed of several stages
and each stage has its own instrumentation requirement. For exam-
ple, in order to validate the happens-before orders of the two mem-
ory accesses in a reported data race, the first stage of OMPSanitizer
needs to monitor the execution of the two corresponding memory
access instructions. In contrast, the second stage identifies relevant
accesses of each access in the reported data race and therefore, it is
required to keep the access history of each thread so that relevant ac-
cesses can be identified from the history. To address these different
requirements on instruction instrumentation, our implementation
creates various instrumentation strategies to accommodate the re-
quirements in a single Pin tool. Specifically, we divide the execution
into multiple phases and invoke a different instrumentation strat-
egy in each phase. The instrumented code generated in the previous
phase may also be flushed at the beginning of the current phase.

Since OMPSanitizer works at the binary code level, our imple-
mentation does not have any requirement on the availability of
program source code. Besides, our implementation has no assump-
tion on OpenMP synchronization constructs, which are typically
implemented by OpenMP runtimes. But, in case the synchroniza-
tion information is available, OMPSanitizer can also take advantage
of them to enhance analysis efficiency and accuracy. This is sim-
ilar to existing data race detection tools for OpenMP programs.
For example, the LLVM OpenMP runtime exports OpenMP syn-
chronizations to ThreadSanitizer through the compilation option
LIBOMP_TSAN_SUPPORT to improve its detection accuracy.
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Depending on the analysis results, OMPSanitizer files the analy-
sis report with different information. For example, if a reported data
race is classified as a false positive, OMPSanitizer will report the
detailed validation results of happens-before orders and dominant
happens-before orders if detected. In contrast, if the data race is
considered as harmful, OMPSanitizer then provides the instructions
whose semantic integrity is broken by the data race and the shared
memory location accessed by the instructions. If the debugging
information is available in the binaries, OMPSanitizer also maps
the instructions back to source code and includes the source line
information in the final report.

5 EXPERIMENTAL RESULTS
In this section, we evaluate the effectiveness of OMPSanitizer. Our
evaluation focuses on the research question whether OMPSanitizer
is helpful to reduce the manual effort required to analyze data races
reported by detection tools. To this end, we employ benchmark
programs from DataRaceBench [8]. DataRaceBench is a bench-
mark suite that includes a comprehensive set of benchmark pro-
grams with and without data races. It was originally designed for
systematic evaluation of data race detection tools. In addition to
DataRaceBench, we also use an ECP proxy applicationminiAMR [4]
to evaluate the effectiveness of OMPSanitizer on large-scale appli-
cations. All applications are compiled using LLVM (version 11.0.0)
with the “-O3” optimization level. For DataRaceBench programs, we
use the race detection results of Helgrind, while for the proxy appli-
cations, we use the detection results of ThreadSanitizer, as they are
two widely-used data race detection tools. Since data races reported
in application code are major concerns when developers analyze
race detection results, the evaluation of OMPSanitizer covers all
data races reported by both of the detection tools in application
code, rather than the OpenMP runtime.

Our evaluation platform is equipped with a quad-core Intel E5-
1620 v4 CPU at 3.5 GHz with the hyper-threading support and
32GB main memory. The operating system is Ubuntu 18.04.3 and
the version of the Linux kernel is 4.15.0. The platform is occupied
exclusively during the experiments to reduce the potential influence
of random factors.

5.1 Analysis Results
Table 1 shows the analysis results of OMPSanitizer for the bench-
mark programs in DataRaceBench. Due to the space limitation, we
cannot show the detailed results for all benchmark programs, as
DataRaceBench contains more than 150 programs. Besides, we also
omit benchmark programs for which Helgrind does not report any
data races in the application code.

The first two columns of Table 1 shows the id of each program in
DataRaceBench and whether the program contains a harmful data
race, respectively. The third column shows the races reported by
Helgrind for the benchmark programs.We use instruction addresses
to represent the memory accesses in the reported data races. The
races shown in this column also preserves the happens-before order
of the two memory accesses when they are reported by Helgrind.
The fourth, fifth and sixth columns (under H-B Order) show the
validation results of happens-before orders. The seventh and eighth
columns (under Relevant Accesses) present the identified relevant

Figure 7: Benchmark #075 in DataRaceBench. The source
code is simplified for demonstration.

accesses for the two memory accesses in the reported race. The
impact analysis results are depicted in the last two columns, in-
cluding the unserializable interleavings and the addresses of the
instructions that produce externally visible side effects.

As shown in the table, for all data races reported in the evaluated
benchmark programs, OMPSanitizer can correctly analyze their im-
pact. Specifically, for all benchmarks that indeed have harmful data
races, the analysis results of OMPSanitizer successfully conclude
that some of the data races reported by Helgrind are harmful. For
example, OMPSanitizer reports that two data races among the three
data races detected by Helgrind for benchmark #027 are harmful,
because they may form an unserializable execution interleaving
and further lead to externally visible side effect. An interesting
phenomenon we can observe from Table 1 is that even if no unseri-
ablizable execution interleaving is identified for benchmark #075,
OMPSanitizer is still able to categorize the two data races reported
by Helgrind as harmful. Figure 7 depicts the source code of this
benchmark. Here, numThreads is the shared variable and there are
only two accesses to numThreads. The read access, i.e., 40064d,
comes from the line 7, while the write access, i.e., 400661, is from
the line 5. The impact analysis of OMPSanitizer correctly finds out
that the read access can produce an immediate influence on the
final execution result through the printf function call.

Another interesting observation of Table 1 is that a harmful un-
seriablization execution interleaving can be constructed by only
two memory access instructions, as illustrated by benchmarks
#011, #080, and #123. Further investigation shows that both of
the two instructions actually involve two memory access opera-
tions. For example, the instruction 400748 in the benchmark #011 is
addl $0xffffffff, (%r14), which decreases the value stored in
the shared variable (%r14) by one. Obviously, it includes a read op-
eration, followed by a write operation. Moreover, this instruction is
not prepended with a LOCK prefix, which is typically used to specify
an atomic instruction in the x86-64 instruction set. Therefore, two
instructions executed concurrently by two different threads can
result in the following unserializable interleaving: 400748 (𝑅0)→
:::::
400748 (𝑅1)→ 400748 (𝑊0)→ :::::

400748 (𝑊1), where the instructions
with the same type of underlining are actually the same instruction.

From Table 1, we can also find that, for all benchmarks that do
not have any harmful data races, OMPSanitizer is able to effectively
determine that the data races reported by Helgrind are either false
positives or benign. There are two cases of false positives. First, the

47



Does It Matter? - OMPSanitizer: An Impact Analyzer of Reported Data Races in OpenMP Programs ICS ’21, June 14–17, 2021, Virtual Event, USA

Race Reported H-B Order Relevant Accesses Potential Harmful Impact AnalysisProgram by Helgrind O R D First Second Unserializable Interleaving Side Effect

005 yes

4008fc → 4007c3 ✓ - - - - - -
4008fc → 400905 ✓ ✓ - 4008f7 40090a
4008fc → 40090a ✓ ✓ - 4008f7 400905 4008f7 (𝑅0) → 40090a (𝑊1) → 4008fc (𝑊0) 4007c3
40090a → 4008fc ✓ ✓ - 400905 4008f7 400905 (𝑅0) → 4008fc (𝑊1) → 40090a (𝑊0) 4007d0
40090a → 4008f7 ✓ ✓ - 400905 4008fc
40090a → 4007d0 ✓ - - - - - -

011 yes

400748 → 400684 ✓ - - - - - -
400748 → 400748 ✓ ✓ - 4007ad 4007ad 400748 (𝑅0 &𝑊0) → 400748 (𝑅1 &𝑊1)

400684400748 → 4007a0 ✓ ✓ - 4007ad 4007a0 400748 (𝑅0 &𝑊0) → 4007a0 (𝑅1 &𝑊1)
4007a0 → 400748 ✓ ✓ - 4007a0 4007ad 4007a0 (𝑅0 &𝑊0) → 400748 (𝑅1 &𝑊1)
4007a0 → 4007a0 ✓ ✓ - 4007a0 4007a0 4007a0 (𝑅0 &𝑊0) → 4007a0 (𝑅1 &𝑊1)
4007a0 → 400684 ✓ - - - - - -

023 yes
400715 → 400656 ✓ - - - - - -
400715 → 400644 ✓ - - - - - -
400715 → 400715 ✓ ✓ - 400644 400644 400715 (𝑊0)→ 400715 (𝑊1) → 400644 (𝑅0) 400644

027 yes
400756 → 400734 ✓ - - - - - -
400756 → 400766 ✓ ✓ - 400734 - 400756 (𝑊0)→ 400766 (𝑊1) → 400734 (𝑅0) 400734400766 → 400756 ✓ ✓ - - 400734

035 yes 400726 → 40070e ✓ ✓ - 400759 - 400726 (𝑊0) → 40070e (𝑅1)→ 400759 (𝑊0) 40065c400759 → 40070e ✓ ✓ - 400726 - 400759 (𝑊0) → 40070e (𝑅1)→ 400726 (𝑊0)
40071a → 400673 ✓ ✓ ✓ - - - -053 no 400673 → 40071a ✓ ✓ ✓ - - - -

074 yes 400930 → 400951 ✓ ✓ - 400951 400930 400930 (𝑊0)→ 400930 (𝑊1) → 400951 (𝑅0) 4008b9400930 → 400930 ✓ ✓ - 400951 400951
40064d → 400661 ✓ ✓ - - - -075 yes 400661 → 40064d ✓ ✓ - - - - 40064d

080 yes 4005c0 → 4005a4 ✓ - - - - - -
4005c0 → 4005c0 ✓ ✓ - - - 4005c0 (𝑅0 &𝑊0) → 4005c0 (𝑅1 &𝑊1) 4005a4

084 yes 400822 → 400851 ✓ - - - - - -
400822 → 400822 ✓ ✓ - 400851 400851 400822 (𝑊0)→ 400822 (𝑊1) → 400851 (𝑅0) 400765

110 no
40089c → 4007ae ✓ - - - - - -
40089c → 400794 ✓ - - - - - -
40089c → 40089c ✓ ✓ ✓ - - - -

118 no
4008b8 → 4007eb ✓ - - - - - -
4008b8 → 4008e9 ✓ ✓ ✓ - - - -
4008e9 → 4008b8 ✓ ✓ ✓ - - - -

120 no 4006d9 → 400711 ✓ - - - - - -
400711 → 40068a ✓ - - - - - -

123 yes 400716 → 4006f6 ✓ - - - - - -
400716 → 400716 ✓ ✓ - 4006f6 4006f6 400716 (𝑅0 &𝑊0) → 400716 (𝑅1 &𝑊1) 4006f6

125 no 400649 → 40062e ✓ - - - - - -

132 no
4009e3 → 400ab3 ✓ - - - - - -
400aa6 → 400a64 ✓ - - - - - -
400ab6 → 400a80 ✓ - - - - - -

143 no
400847 → 400804 ✓ - - - - - -
400869 → 4007e0 ✓ ✓ - - 4007e0 4007e0 (𝑅0) → 400869 (𝑊1) → 4007e0 (𝑅0) -4007e0 → 400869 ✓ ✓ - 4007e0 -

152 no 400978 → 4008cd ✓ - - - - - -
400978 → 400978 ✓ ✓ ✓ - - - -

Table 1: Analysis results of OMPSanitizer for benchmarks from theDataRaceBench suite.Weuse the data race detection results
reported by Helgrind. “H-B Order:” happens-before order. “O:” the original happens-before order of the two memory accesses
in the reported data race. “R:” the reversed happens-before order. “D:” dominant happens-before order. “First” and “Second”
mean relevant accesses of the first and second accesses in the reported data race, respectively.
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Figure 8: The source code of miniAMR with data races, de-
tected by ThreadSanitizer and confirmed by OMPSanitizer.

happens-before order of the two memory accesses in a reported
data race can not be reversed. Second, the happens-before order
of the two memory accesses in the data race can be reversed, but
OMPSanitizer discovers a dominant happens-before order for the
data race. For example, all three data races detected by Helgrind for
benchmark #118 are considered as false positives by OMPSanitizer,
because the happens-before order of the first race cannot be re-
versed, while a dominant happens-before order is identified for
the other two races, respectively. In addition to false positives,
OMPSanitizer also identifies a benign data race as expected, i.e., the
last two data races of the benchmark #143. This is because there is a
user-defined synchronization in this benchmark. The synchroniza-
tion employs a while loop to continuously read a shared variable
in a thread until the variable is modified by another thread. This
forms the unserializable interleaving shown in the table. However,
OMPSanitizer still treats the data races benign as no impact on
externally visible execution results is identified.

We next discuss the analysis result of the ECP proxy application,
miniAMR. Among the 26 data races reported by ThreadSanitizer,
OMPSanitizer successfully analyzes the impact of the data races
and categorizes all of them harmful. We next use an example to
explain the analysis results. Figure 8 shows a code snippet of mini-
AMR, where 0x525a0c and 0x525ff5 are the addresses of the
two instructions that access work[i][j][k]. ThreadSanitizer re-
ports two data races for this code snippet: 0x525a0c→ 0x525a0c
and 0x525a0c → 0x525ff5. OMPSanitizer firstly confirms that
the happens-before orders of the two races can be reversed. Then,
OMPSanitizer identifies relevant accesses and finds out an unse-
riallizable interealving for the races: 0x525a0c (𝑊0)→ 0x525a0c
(𝑊1) → 0x525ff5 (𝑅0). Further analyses indicate that the values
read from work[i][j][k] will be propagated to variables printed
to standard output. As a result, both data races are considered as
harmful by OMPSanitizer.

5.2 Analysis Efficiency
Since OMPSanitizer needs to dynamically instrument shared mem-
ory accesses at the binary code level, it inevitably introduces heavy
performance overhead. Figure 9 shows the performance slowdown
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Figure 9: Performance slowdown of data race tools with the
performance of native execution as the baseline.

introduced by the data race tools discussed in this paper. The per-
formance of native execution is used as the baseline. Here, we also
include the performance of Pin without any instrumentation for
reference. On average, as shown in the figure, the performance over-
head of ThreadSanitizer, Helgrind, and OMPSanitizer are 6x, 35x,
and 80x, respectively. Given that Pin itself introduces around 26x
slowdown, we consider the performance overhead of OMPSanitizer
is acceptable in practice, as OMPSanitizer is mainly used for offline
OpenMP program debugging. In addition, enhancing the analysis
efficiency of OMPSanitizer is part of our future work.

6 LIMITATIONS AND DISCUSSION
OMPSanitizer is designed to augment existing data race detectors
by analyzing the impact of reported data races. Hence, enhancing
the detection capability of existing detectors to discover more data
races is not the goal of OMPSanitizer. In other words, if a data race
escapes the detection of existing detectors because, for example,
the race is problem-size specific, OMPSanitizer will not be able to
analyze its impact. A feasible solution is to leverage multiple data
race detectors to find as many data races as possible in an OpenMP
program and then use OMPSanitizer to analyze the impact of each
reported data race.

A potential concern of the testing approach in OMPSanitizer
for exploring more execution interleavings through perturbing the
execution is that it provides no guarantee in theory of a complete
coverage of the entire execution interleaving space. Even though
this is true, our argument is that such a complete coverage is actu-
ally unnecessary in practice, because of the following three reasons.
First, OMPSanitizer takes as input data races reported by a race de-
tector, and therefore the execution interleavings that OMPSanitizer
wants to explore may have been experienced before by the race
detector. Our experience on real-world race detectors shows that
popular race detectors, including Helgrind and ThreadSanitizer, do
not intentionally explore special execution interleavings. Second,
even though the entire execution interleaving space is huge, we find
that the set of the happens-before orders of an OpenMP program is
usually limited. This is because happens-before orders imply data
dependences, which are generally avoided in OpenMP programs to
maximize parallelism. This also aligns with previous research about
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testing concurrent programs [13, 21]. Finally, sophisticated execu-
tion interleavings are often quite rare in real OpenMP programs,
as developers typically prefer to compose simple and intuitive syn-
chronizations to ease the debugging burden. According to these
three reasons, we believe the testing approach in OMPSanitizer is
practical and can provide reliable results.

7 RELATEDWORK
A large amount of research work has been devoted to detecting data
races in OpenMP programs [2, 3, 5, 6, 14, 16, 18]. Based on the de-
tection mechanisms, there are typically two types of race detection
tools: static and dynamic. Static detection tools analyze program
source code to discover data races, while dynamic tools detect data
races by monitoring the execution of target programs. For exam-
ple, LLOV [3] is a static data race detector based on LLVM, while
ROMP [6] tracks accesses, access orderings, and mutual exclusion
to detect data races. Different from these data race detection tools,
OMPSanitizer mainly aims to reduce the manual effort required to
investigate the data races reported by the tools.

Some data race analysis tools also attempt to classify data races.
For example, iDNA [11] finds potentially harmful data races and
Portend [7] classifies data race bugs. The general idea of these tools
is to reverse the happens-before order of a detected race and then
observe execution differences. A data race is classified as harmful or
a bug if any execution difference is observed. These tools have two
fundamental limitations. First, they need a heavy weight record-
replay framework to record the detailed execution interleavings
and states during the race detection process, which makes it hard
to integrate them into existing race detectors, e.g., Helgrind and
ThreadSanitizer. Second, an execution difference does not necessar-
ily mean a data race is harmful, for example the race may be used
to implement a thread synchronization. The results in [11] also
confirm this limitation. In contrast, OMPSanitizer overcomes these
limitations through a completely decoupled design from existing
race detectors and a semantic-aware impact analysis of unseriabliz-
able interleavings to determine whether a data race is harmful.

8 CONCLUSION
Even with a large amount of data race detection tools, debugging
data races in OpenMP programs is still not easy. This is mainly
because there still exists a manually-intensive and time-consuming
investigation process after data races are detected by existing detec-
tion tools. To address this problem, we present OMPSanitizer in this
paper. OMPSanitizer aims to reduce the debugging burden from
OpenMP developers through a novel and effective impact analysis
on reported data races. Through this analysis, OMPSanitizer can ac-
curately classify a reported data race into different categories based
on its impact. This significantly reduces the debugging burden and
improves the debugging efficiency, as OpenMP developers can sim-
ply skip false positive and benign data races and focus only on harm-
ful data races. We have implemented a prototype of OMPSanitizer
based on Intel Pin. Experimental results on DataRaceBench and
miniAMR show that OMPSanitizer can effectively analyze the im-
pact of the data races reported by Helgrind and ThreadSanitizer
and deliver promising analysis results.
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